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Malware Markets SFeCROIES

* Paypal Verified Account Prices:
1 Paypal verified without balance==30§
1 Paypal verified with 1000$ balance ==50$
BankLogins Prices:
BALANCE IN CHASE ...ccccese 70K TO 155K =mmmmm=u=]g0S
BALANCE IN WASHOVIA.....2::2:24K TO 80K=s=sssu===§(§
BALANCE IN BOA...ccsaass 75K TO 450K==ssssss==300$
BALANCE IN CREDIT UNION....cccoae ANY AMOUNT==smwm===300$
BALANCE IN HALIFAX...vv 000+ -ANY AMOUNT==sus=nu==300$
BALANCE IN COMPASS....:.cs...ANY AMOUNT=====m====300$
BALANCE IN WELSFARGO....cccce. ANY AMOUNT==smusu===300$
BALANCE IN BARCLAYS....v2v+2:.80K TO 100Kensnnueu=lQ0$
BALANCE IN ABBEY.cccccsccccce 82K mumnnnmun==700$
BALANCE IN HSBC....ccccccccncsccs SOKsuumssu==350$

* |nitially took place on IRC channels
— No proper moderation
— No reputation system
— It was a market for “Lemons”!

* No ROIls—This paradigm failed

1. C. Herley and D. Florencio. Nobody sells gold for the price of silver: Dishonesty, uncertainty and the underground economy.
Economics of Information Security and Privacy, 2010.
*  Picture taken with permission from Guarnieri’s Security Summit 2010 presentation



New Malware Markets .

SECONOMICS

@ D 16.01.2012, 15:51

B cBA3M C NOSIBNEHWEM AONONHUTENLHLIX PECypCcoB OTKPbLIBAETCA HOBbLIA Habop.
MapTHepKK, KPYNHbIE KIUEHTbI, KNWEeHTbI C UeHHbIM TpaddoM BaM KO MHe.
Keota : 5 mMecT. (MoXeT 6biTb U MeHblUe, B 3aBMCHMMOCTU OT MaclwTaba KNMeHToB)

Intro: MOXHO CKa3aTb UTO CBA3Ka Npowna ycnewHoe UCnbiTaHMe BpeMeHeM, A0Ka3ana CBoK KOHKYPEHTHOCNOCOBHOCTL U NpaBso Ha
CyllecTBoBaHue.
51 yBepeH 4TO OHa NpuUAeTCca No BKycy MHoruM. [lo6po noxanosars B npoekT Sakura! @

BuwHeBbi can

Mpynna: MNonb3oBarens

Coob W: 130 .
Pemcl-l:s:::n: 24.03.2011 Texkywas sepcus 1.1 ueHa'
e ) - 2000%$/mecsy npu notokax <100k
B CBA3KY Ha A2HHbIX MOMEHT BXOAAT:
Penyrauua: 12 - Java Rhino Tpadduka B CyTku. NMpu 6onblMX NOTOKAX
( 1% - xopowo ) - Java Obe
- Pdf Libtiff ueHa obrosapusaeTcsa OTAENbHO.

- 3a 30% Tpadda US,CA,UK,AU npu
notokax >50K CyTKu.

. Broke rage Of tOOIS CssA3ka npepocrasnsercsa 6ecnnatHo! Bbl
* Infrastructure of service ™ "R

* Reputation Systems

* “Language restricted” markets



Who the attackers were, and are SEC&{.C!

* '90s: hackers were security enthusiasts with
high technical competence

* '00s: hacker was anybody that could run an
automated tool

e ‘10s: hackers are economic agents that look
toward ROls
— Automation tools are not enough now

— Trade of infrastructure
* Exploit Kits
e Traffic Brokers



Exploit Kits and Traffic Brokers SECQM/.C!

* Exploit kits are web applications deployed on
some server
— MySQL back-end
— When the user connects to its "exploit.php’ page

* Exploit kit test victim’s configuration for known
vulnerabilities -> exploit

e Shellcode usually initiate download of some malware

* Problem

» The attackers needs the user to explicitly make a
GET request toward "exploit.php’

* Solution
» Buy connections from Traffic Brokers



How Exploit Kits work ‘SEC"ONO“M.C!
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How Exploit Kits work ‘SEC"ONO“M.C!
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How Exploit Kits are sold ol
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Exploitation success rate
/ *Rate highly depends on traffic quality

Cpegrnii npobus Ha ceaske: 10-25%
* MpobuB ykasbiBaeTcsa NpubNU3UTENbHBINA, MOXET OTNMYATLCA WM 3aBUCUT HanNPAMYKO OT BMAa ¥ KavecTsa Tpadduka.

* OTCTYK CT2HAapTHbIN, AaXe YyTb BbllUe CTaHAapTHOrO: Install rates
> 3esc = 50-60% =>» Zeus malware: 50-60%
> Nloagep = 80-90% Loader: 80-90%

@ D 23.03.2011, 19:44

| UYerna nocnegneii Bepcun 1.6.x: —> Latest prices AnaenT no sepcum "Eleonore Exp v1.6.5"
> CroumocCTs camoi cessku = 20008 .
» YucTicv ot AB = oT SO$ B cocraB cBA3KH BXOA4AT Cegyiowne 3KCniIonThI:

> CVE-2006-0003 (MDAC)

> CVE-2006-4704 (WMI Object Broke)
> CVE-2008-2463 (Snapshot)

> CVE-2010-0806 (IEpeers)

> CVE-2010-1885 (HCP)

> Pe6una Ha apyroii aomen/un = 50¢ = Additional services

> Angeitbl = oT 100$
* CBA3Ka C NPUBA3KOK K AOMEHY wnu IP .

- > CVE-2010-0188 (PDF libtiff mod v1.0)
Ceasb: > CVE-2011-0558 (Flash <10.2)
> ICQ: 9000001 Vendor’s contacts > CVE-2011-0611 (Flash <10.2.159)
> Jabber: Exmanoize@xmpp.jp Working hours: : gz-;giggjgg 8::: i:w:tl;e)

= = - u

Paoumsi rpadusc: . Monday-Satu rd ay *Bucta v 7xa 6berca
> NoHeaenbHuK - cy66oTa e 7am to 5pm (Moscow time)
> c7p0 17 no McK. 9




How traffic redirection works e
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How traffic redirection works e
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How traffic redirection works e
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SECONOMICS
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Cybercrooks buy
traffic from other
crooks or online
services (Ads
network)

High traffic quality
means the
cybercrook gets
connections from
the vulnerable
systems he/she
was looking for

How traffic is sold .

SECONOMICS

NMpopawo kauecrseHHbli IFRAME Tpacdnk

[ 25.01.2011, 15:56

Jabber ID#1:
Jabber ID#2: technicalsupport911

Nio6onbITHBIA
Mpynna: MNonb3oBarens icq#1:
Coobwennii: 22 icq#2:

Pervcrpauma: 27.01.2011
Monb3osaTens N2: 35 931
[lesTensHocTb: apyroe MuHUManbHbIK 3aka3: 10K

Tecr: 3K (NnnaTHbIA)
Ycnosua pabortel: npegonnara 100%

PenyTauyusa: 1
( 0% - xopowo )

MIX ot 1.5% no 3$ 3a 1K (32BUCUT OT KOHKPETHOro Habopa crpaH).
MIX 1.5% - POL,TUR,COL,PER,EGY,THA,IND,PAK,CRI,MYS,IDN
MIX 3$ - ITA,ESP,BRA,ARG

OTgensHas crpada - 3%

USER GUIDE Q
REGISTER Q

BIG TRAFFIC. BIG PROFIT. THINK BIG! _ r

SKIMMED
TRAFFIC

MOBILE
TRAFFIC

POPUNDER
TRAFFIC

$D.32 GETUPTO

'~ PER1K OFF BIG ORDERS



Some math SECONOMICS

Cyber crook wants to build a 1 million bots botnet

Action Economic effort (15 year)
Buy exploit kit (20% efficiency) 2000 USD

Number of needed connections 5 x 10°

Deployment 50-150 USD

Buy Traffic (assuming 2USD/1k) 10.000 USD

Maintain (change IPs, clear logs..) 150 USD

Updates (assume 2/yr) ~ 200 USD

Total ~12.400 USD -12.500 USD

Breakeven ROI/BOT ~0.01 USD




Thanks!

Any questions?

A
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