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Cyber	Security	Risk	Assessment	
Spring	2018	

Lecture	10	
Quan-ta-ve	Risk	Analysis	
Scoring	Vulnerabili-es	
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Recall:	qualita<ve	vs	quan<ta<ve	

•  Qualita-ve	assessment	
–  Malware	has	a	lower	impact	than	SQLi	à	assigned	based	on	
expert	judgment	

•  Result:	
–  First	fix	SQL	injecHon	because	it	has	a	high	impact	

•  ConfidenHality	and	Integrity	impacts	on	data	
–  Then	add	controls	for	malware	(update	AV,	data	caps	policies,..)	

•  Worrisome	but	moderated	impact	
•  Disclosure	of	only	some	data/compartmentalizaHon	

16/04/18	 Fabio	Massacci	-	CyberRisk	Assessment	 2	

Threat	Source	 Threat	Event	 Impact	

Alice	 Install	Malware	 Moderate	

Outsider	 SQL	InjecHon	 High	

From	lecture	05,	slide	25	
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Recall:	qualita<ve	vs	quan<ta<ve	
•  Is	this	always	reasonable?		
–  Should	ChrisHne	Patch	ALL	SQLi	vulnerabiliHes	on	ALL	
soZware?		

–  Can	not	know	without	a	technical/objecHve	analysis	of	
the	vulnerability/threat	
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Vulnerabili<es	

•  A	flaw	or	weakness	in	system	security	procedures,	
design,	implementa-on,	or	internal	controls	that	
could	be	exercised	(accidentally	triggered	or	
inten-onally	exploited)	and	result	in	a	security	breach	
or	a	viola-on	of	the	system's	security	policy		

	 	 		 	 	 		 	Defini-on	from	NIST	SP	800-30	
•  SoRware	vulnerabili-es	
–  Buffer	overflows	
–  AuthenHcaHon	
–  Privilege	escalaHon	
–  XSS		
–  SQL	InjecHon	
–  etc	

Fabio	Massacci	-	CyberRisk	Assessment	 4	16/04/18	



16/04/18	

3	

Why	to	grade	vulnerabili<es?	

•  Central	ques-on:		
–  How	severe	are	the	security	problems	affec<ng	my	
soLware	and	database	configura<on?	

–  To	fix	a	problem	you	must	1)	realize	that	you	have	a	
problem	and	2)	understand	how	big	the	problem	is	

•  Not	all	vulnerabili-es	are	the	same	
–  Vulnerability	counHng	can	NOT	be	a	measure	of	severity	
–  	What	is	the	threat	level	of	your	systems?	
–  	Clients	and	users	should	be	informed	too	

•  	Not	all	users	are	“security	experts”	
•  	“IT	knowledge”	can	be	assumed	

–  	How	to	measure	and	communicate	a	security	issue?	

Fabio	Massacci	-	CyberRisk	Assessment	 5	16/04/18	

Usage	in	Prac<ce	

•  PCI-DSS	v2	(June	2012)	–	Credit	Card	SoRware	Standard	
–  “Risk	rankings	should	be	based	on	industry	best	pracHces.	For	

example,	criteria	for	ranking	―High‖risk	vulnerabiliHes	may	include	a	
CVSS	base	score	of	4.0	or	above”	
•  If	your	merchant	soZware	has	a	vulnerability	that	is	high	risk	and	you	get	a	

credit	card	fraud,	Visa	and	Mastercard	will	not	pay…	
•  NIST	SCAP	Protocol	v1.2	(	DraR	Jan	2012)	

–  “OrganizaHons	should	use	CVSS	base	scores	to	assist	in	prioriHzing	the	
remediaHon	of	known	security-related	soZware	flaws	based	on	the	
relaHve	severity	of	the	flaws.”	

•  Several	Databases	Exists	to	collect	vulnerabili-es	
–  NVD	–	NaHonal	(US)	Vulnerability	Database	

•  The	US	version	but	used	by	almost	everybody	else.	
–  CNNVD	–	Chinese	version	of	Vulnerability	Database	

•  SomeHmes	faster	than	the	US	database	in	reporHng	vulnerabiliHes,	someHmes	
slower.	

Fabio	Massacci	-	CyberRisk	Assessment	 6	16/04/18	
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The	Common	Vulnerability	Scoring	
System	

•  CVSS	is	an	open	framework	for	communica-ng	
the	characteris-cs	and	severity	of	soRware	
vulnerabili-es	

•  Goal	is	to	have	a	shared	system	of	metrics	to	
analyze	and	measure	vulnerabili-es	
– Different	users	score	the	same	vuln	in	the	same	way	
à	severity	assessment	

– Different	people	“read”	the	same	vuln	and	
understand	the	same	thing	à	severity	
communicaHon	

Fabio	Massacci	-	CyberRisk	Assessment	 7	16/04/18	

CVSS	v(x)	walkthrough	

•  CVSS	v(1)	introduced	back	in	2004	by	First.org	
–  RecepHon	was	good	but	implementaHon	was	confusing	
–  Not	peer-reviewed	

•  CVSS	v(2)	workings	started	in	2005,	released	in	2007	
–  Peer-reviewed,	industry	feedback		
–  Became	standard-de-facto	vulnerability	scoring	system	in	
the	industry	

•  CVSS	v(3)	workings	started	in	2012,	released	in	2015	
–  Builds	on	top	of	v2	
–  Changes	the	“scoring	philosophy”	
–  Further	step	toward	a	precise	scoring	system	

Fabio	Massacci	-	CyberRisk	Assessment	 8	16/04/18	
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CVSS	v3	
hVp://www.first.org/cvss/v3/development	

•  CVSS	is	based	on	three	metric	groups	
	

Fabio	Massacci	-	CyberRisk	Assessment	 9	16/04/18	

CVSS	Base	metric	overview	

•  Exploitability	metrics	
– Agack	Vector	
– Agack	Complexity	
– User	InteracHon	
–  Privileges	Required	

•  Scope	metric	
•  Impact	metrics	
–  ConfidenHality	
–  Integrity	
– Availability	

Fabio	Massacci	-	CyberRisk	Assessment	 10	

Measured	over	the	vulnerable	component	

Measured	over	the	impacted	component	

Auth.	Authority	of	Vulnerable	Component	=		
Auth.	Authority	of	Impacted	Component?	

16/04/18	
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CVSS	May	Be	Already	Known	

•  Na-onal	(US)	
Vulnerability	Database	
–  hgps://nvd.nist.gov	
–  hgps://cve.mitre.org	

•  May	include	several	
mi-ga-on	measures	

•  But	this	is	only	true	for	
very	popular	soRware	
–  YOUR	soZware	might	
not	be	there…	

Fabio	Massacci	-	CyberRisk	Assessment	 11	16/04/18	

Scoring	example	
•  You	work	in	the	PSIRT	of	a	firewall	vendor.	

–  PSIRT	=	Product	Security	Incident	Response	Team	
•  You	sell	the	product	to	a	web-sites	doing	online	commerce	à	your	

company	must	priori-zes	work	based	on	CVSS	scores		
•  WHAT	HAPPENED	(1)	

–  A	security	researcher	sends	details	of	a	vulnerability	they	have	found	in	one	of	
your	firewall	products.		
•  The	vulnerability	allows	agackers	to	bypass	authenHcaHon	to	the	firewall’s	admin	panel	

when	the	default	“defrag	packets	before	forward”	flag	is	disabled,	due	to	a	faulty	
management	of	invalid	fragmented	IP	datagrams.	

•  WHAT	YOU	DO	(1)	
–  calculate	a	CVSS	Base	Score	based	on	the	researcher's	report,	to	rate	the	

severity	of	the	vulnerability.	
AV,	AC,	UI,	PR,	S,	C,	I,	A	

	
•  OK	but	how	do	I	do	it?	à	this	lecture	

Fabio	Massacci	-	CyberRisk	Assessment	 12	16/04/18	
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Expl.	Metrics:	AVack	Vector	

•  This	metric	reflects	the	context	in	which	the	vulnerability	
exploita-on	occurs.		

•  The	more	remote	an	agacker	(or	the	agack)	can	be	from	
the	target,	the	greater	the	vulnerability	score.		

•  Possible	values:	
1.   Network:	exploitaHon	is	just	bound	to	the	network	stack	
2.   Adjacent	Network:	agacker	needs	to	be	in	same	subnet	
3.   Local:	agack	is	not	bound	to	network	stack,	but	rather	to	I/O	

on	system.	In	some	cases,	the	agacker	may	be	logged	in	
locally	in	order	to	exploit	the	vulnerability,	otherwise,	she	
may	rely	on	User	InteracHon	to	execute	a	malicious	file.		

4.   Physical:	agacker	must	be	physically	operaHng	over	the	
vulnerable	component	

Fabio	Massacci	-	CyberRisk	Assessment	 13	16/04/18	

Expl.	Metrics:	AVack	Complexity	

•  This	metric	describes	the	condi-ons	beyond	
the	agacker’s	control	that	must	exist	in	order	
to	exploit	the	vulnerability.		

•  Possible	values:	
1.   High:	A	successful	agack	depends	on	condiHons	outside	the	

agacker's	control.		That	is,	a	successful	aVack	cannot	be	
accomplished	,	but	requires	the	aVacker	to	invest	in	some	
measurable	amount	of	effort	in	prepara<on	or	execu<on	against	
the	vulnerable	component	before	a	successful	agack	can	be	
expected.		

2.   Low:	Specialized	access	condiHons	or	extenuaHng	circumstances	do	
not	exist.	An	agacker	can	expect	repeatable	exploit	success	against	
a	vulnerable	target		

Fabio	Massacci	-	CyberRisk	Assessment	 14	16/04/18	
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Examples	for	AVack	Complexity:	High	

•  For	example,	a	successful	agack	may	depend	on	an	
agacker	overcoming	any	of	the	following	condi-ons:		
–  The	agacker	must	conduct	target-specific	reconnaissance.	
For	example,	on	target	configuraHon	seongs,	sequence	
numbers,	shared	secrets,	etc.		

–  The	agacker	must	prepare	the	target	environment	to	
improve	exploit	reliability.	For	example,	repeated	
exploitaHon	to	win	a	race	condiHon,	or	overcoming	
advanced	exploit	miHgaHon	techniques.		

–  The	agacker	injects	herself	into	the	logical	network	path	
between	the	target	and	the	resource	requested	by	the	
vicHm	in	order	to	read	and/or	modify	network	
communicaHons	(e.g.	man	in	the	middle	agack).		
		

Fabio	Massacci	-	CyberRisk	Assessment	 15	16/04/18	

Expl.	Metrics:	Privileges	Required	

•  This	metric	describes	the	level	of	privileges	an	
agacker	must	possess	before	successfully	
exploi-ng	the	vulnerability.		

•  Possible	values:	
1.   High:	The	agacker	is	authorized	with	(i.e.	requires)	privileges	that	provide	

significant	(e.g.	administraHve)	control	over	the	vulnerable	component	that	
could	affect	component-wide	seongs	and	files.		

2.   Low:	The	agacker	is	authorized	with	(i.e.	requires)	privileges	that	provide	basic	
user	capabiliHes	that	could	normally	affect	only	seongs	and	files	owned	by	a	
user.	AlternaHvely,	an	agacker	with	Low	privileges	may	have	the	ability	to	cause	
an	impact	only	to	non-sensiHve	resources.		

3.   None:	The	agacker	is	unauthorized	prior	to	agack,	and	therefore	does	not	
require	any	access	to	seongs	or	files	to	carry	out	an	agack.		

Fabio	Massacci	-	CyberRisk	Assessment	 16	16/04/18	
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Expl.	Metrics:	User	Interac<on	

•  This	metric	captures	the	requirement	for	a	user,	other	
than	the	agacker,	to	par-cipate	in	the	successful	
compromise	the	vulnerable	component.		

•  This	metric	determines	whether	the	vulnerability	can	
be	exploited	solely	at	the	will	of	the	agacker,	or	
whether	a	separate	user	(or	user-ini-ated	process)	
must	par-cipate	in	some	manner.		

•  Possible	values:	
1.   Required:	Successful	exploitaHon	of	this	vulnerability	requires	a	user	to	take	

some	acHon	before	the	vulnerability	can	be	exploited.	For	example,	a	successful	
exploit	may	only	be	possible	during	the	installaHon	of	an	applicaHon	by	a	system	
administrator.		

2.   None:	The	vulnerable	system	can	be	exploited	without	any	interacHon	from	
any	user.		

Fabio	Massacci	-	CyberRisk	Assessment	 17	16/04/18	

Impact	metrics	

•  Measures	the	losses	on	
–  Confiden<ality,	à	impact	on	confidenHality	of	data	

•  property	that	informa2on	is	not	made	available	or	disclosed	to		unauthorized	
individuals,	en2tes,	or	processes		

–  Integrity,	à	impact	on	integrity	of	data	
•  the	“property	of	accuracy	and	completeness”	of	informa2on		

–  Availability	à	impact	on	availability	of	the	component	
•  is	the	“property	of	being	accessible	and	usable	upon	demand	by	an	

unauthorized	enHty”		
•  Each	metric	measures	the	losses	suffered	by	the	impacted	

component	
•  Possible	values:	

1.   High	à	total	loss	
2.   Low	à	parHal	loss	
3.   None	à	no	loss	

Fabio	Massacci	-	CyberRisk	Assessment	 18	16/04/18	
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Individual	Values	are	Aggregated	

Fabio	Massacci	-	CyberRisk	Assessment	 19	16/04/18	

Qualita<ve	ra<ngs	of	Global	CVSS	

Fabio	Massacci	-	CyberRisk	Assessment	 20	16/04/18	



16/04/18	

11	

Scoring	Guide/Philosophy	
•  Agack	Vector	à	is	the	agack	bound	to	the	network	stack?	
•  Agack	Complexity	à	can	the	agacker	control	all	factors	relevant	

to	the	exploita-on?	
•  Privileges	Required	à	does	the	agacker	need	be	authen-cated?	
•  User	Interac-on	à	does	the	vic-m	user	need	to	interact	with	the	

agack?	
•  Scope	à	is	the	authorisa-on	authority	under	which	the	vulnerable	

component	is	the	same	as	the	impacted	component?	
•  Impact	

–  ConfidenHality,	Integrity	à	Data	
–  Availability	à	Service	

•  Scoring	rule:	When	more	than	one	assessment	is	possible,	go	with	
the	more	severe	one	
–  e.g.	exploita<on	can	happen	both	though	local	I/O	and	on	network	

stack	à	go	with	network	

Fabio	Massacci	-	CyberRisk	Assessment	 21	16/04/18	

You	may	have	no<ced..	
From	v2.0	to	v3.0	

Fabio	Massacci	-	CyberRisk	Assessment	 22	16/04/18	
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From	v2.0	to	v3.0	

Fabio	Massacci	-	CyberRisk	Assessment	 23	16/04/18	

Scoring	example	(again)	

•  You	work	in	the	PSIRT	of	a	firewall	vendor.	
–  PSIRT	=	Product	Security	Incident	Response	Team	

•  Your	company	priori-zes	work	based	on	CVSS	scores.	
•  WHAT	HAPPENED	(1)	

–  A	security	researcher	sends	details	of	a	vulnerability	they	have	
found	in	one	of	your	firewall	products.		
•  The	vulnerability	allows	agackers	to	bypass	authenHcaHon	to	the	
firewall’s	admin	panel	when	the	default	“defrag	packets	before	
forward”	flag	is	disabled,	due	to	a	faulty	management	of	invalid	
fragmented	IP	datagrams.	

•  WHAT	YOU	DO	(1)	
–  calculate	a	CVSS	Base	Score	based	on	the	researcher's	report,	to	
rate	the	severity	of	the	vulnerability.	

AV,	AC,	UI,	PR,	S,	C,	I,	A	

Fabio	Massacci	-	CyberRisk	Assessment	 24	16/04/18	
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Scoring	calculator	

Fabio	Massacci	-	CyberRisk	Assessment	 25	16/04/18	

Scoring	Exercise	(Class)	

•  MS	Word	Denial-of-Service	agack	(CVE-2013-6801)		
– MicrosoZ	Word	2003	SP2	and	SP3	on	Windows	XP	SP3	
allows	remote	agackers	to	cause	a	denial	of	service	(CPU	
consumpHon)	via	a	malformed	.doc	file	containing	an	
embedded	image,	as	demonstrated	by	
word2003forkbomb.doc,	related	to	a	"fork	bomb"	issue.		

Fabio	Massacci	-	CyberRisk	Assessment	 26	

Agack	Vector	

Agack	Complexity	

Privileges	Required	

User	InteracHon	

ConfidenHality	

Integrity	

Availability	

16/04/18	
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Scoring	Exercise	(correct)	

•  MS	Word	Denial-of-Service	agack	(CVE-2013-6801)		
– MicrosoZ	Word	2003	SP2	and	SP3	on	Windows	XP	SP3	
allows	remote	agackers	to	cause	a	denial	of	service	(CPU	
consumpHon)	via	a	malformed	.doc	file	containing	an	
embedded	image,	as	demonstrated	by	
word2003forkbomb.doc,	related	to	a	"fork	bomb"	issue.		

Fabio	Massacci	-	CyberRisk	Assessment	 27	

Agack	Vector	 Local	

Agack	Complexity	 Low	

Privileges	Required	 None	

User	InteracHon	 Required	

ConfidenHality	 None	

Integrity	 None	

Availability	 High	

16/04/18	

Overall	Score	

Fabio	Massacci	-	CyberRisk	Assessment	 28	16/04/18	
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What	if	it	was	really	over	the	network?	

Fabio	Massacci	-	CyberRisk	Assessment	 29	16/04/18	

Scoring	Exercise	(class)	

•  SSLv3	POODLE	Vulnerability	(CVE-2014-3566)		
–  The	SSL	protocol	3.0,	as	used	in	OpenSSL	through	1.0.1i	
and	other	products,	uses	nondeterminisHc	CBC	padding,	
which	makes	it	easier	for	man	in	the	middle	agackers	to	
obtain	plaintext	data	via	a	padding-oracle	agack,	aka	the	
"POODLE"	issue.	

Fabio	Massacci	-	CyberRisk	Assessment	 30	

Agack	Vector	

Agack	Complexity	

Privileges	Required	

User	InteracHon	

ConfidenHality	

Integrity	

Availability	

16/04/18	
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Scoring	Exercise	(correct)	

•  SSLv3	POODLE	Vulnerability	(CVE-2014-3566)		
–  The	SSL	protocol	3.0,	as	used	in	OpenSSL	through	1.0.1i	
and	other	products,	uses	nondeterminisHc	CBC	padding,	
which	makes	it	easier	for	man	in	the	middle	agackers	to	
obtain	plaintext	data	via	a	padding-oracle	agack,	aka	the	
"POODLE"	issue.	

Fabio	Massacci	-	CyberRisk	Assessment	 31	

Agack	Vector	 Network	

Agack	Complexity	 High	

Privileges	Required	 None	

User	InteracHon	 Required	(?)	

ConfidenHality	 Low	

Integrity	 None	

Availability	 None	

16/04/18	

Scoring	Exercise	(class)	

•  Apache	Tomcat	XML	Parser	Vulnerability	
(CVE-2009-0783)		
–  Apache	Tomcat	4.1.0	through	4.1.39,	5.5.0	through	5.5.27,	and	6.0.0	

through	6.0.18	permits	web	applicaHons	to	replace	an	XML	parser	used	
for	other	web	applicaHons,	which	allows	local	users	to	read	or	modify	the	
(1)	web.xml,	(2)	context.xml,	or	(3)	tld	files	of	arbitrary	web	applicaHons	
via	a	craZed	applicaHon	that	is	loaded	earlier	than	the	target	applicaHon.	

Agack	Vector	

Agack	Complexity	

Privileges	Required	

User	InteracHon	

ConfidenHality	

Integrity	

Availability	

Fabio	Massacci	-	CyberRisk	Assessment	 32	16/04/18	
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Scoring	Exercise	(correct)	

•  Apache	Tomcat	XML	Parser	Vulnerability	
(CVE-2009-0783)		
–  Apache	Tomcat	4.1.0	through	4.1.39,	5.5.0	through	5.5.27,	and	6.0.0	

through	6.0.18	permits	web	applicaHons	to	replace	an	XML	parser	used	
for	other	web	applicaHons,	which	allows	local	users	to	read	or	modify	the	
(1)	web.xml,	(2)	context.xml,	or	(3)	tld	files	of	arbitrary	web	applicaHons	
via	a	craZed	applicaHon	that	is	loaded	earlier	than	the	target	applicaHon.	

Agack	Vector	 Local	

Agack	Complexity	 Low	

Privileges	Required	 High	

User	InteracHon	 None	

ConfidenHality	 Low	

Integrity	 Low	

Availability	 Low	

Fabio	Massacci	-	CyberRisk	Assessment	 33	16/04/18	

Scoring	Exercise	(class)	

•  Apple	iWork	Denial	of	Service	Vulnerability	
(CVE-2015-1098)		
–  iWork	in	Apple	iOS	before	8.3	and	Apple	OS	X	before	
10.10.3	allows	remote	agackers	to	execute	arbitrary	code	
or	cause	a	denial	of	service	(memory	corrupHon)	via	a	
craZed	iWork	file.	

Fabio	Massacci	-	CyberRisk	Assessment	 34	

Agack	Vector	

Agack	Complexity	

Privileges	Required	

User	InteracHon	

ConfidenHality	

Integrity	

Availability	

16/04/18	
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Scoring	Exercise	(correct)	

•  Apple	iWork	Denial	of	Service	Vulnerability	
(CVE-2015-1098)		
–  iWork	in	Apple	iOS	before	8.3	and	Apple	OS	X	before	
10.10.3	allows	remote	agackers	to	execute	arbitrary	code	
or	cause	a	denial	of	service	(memory	corrupHon)	via	a	
craZed	iWork	file.	

Fabio	Massacci	-	CyberRisk	Assessment	 35	

Agack	Vector	 Local	

Agack	Complexity	 Low	

Privileges	Required	 None	

User	InteracHon	 Required	

ConfidenHality	 High	

Integrity	 High	

Availability	 High	

16/04/18	

Scoring	Exercise	(class)	

•  CISCO	Devices	Privileges	escala-on	(CVE-2014-2200)		
–  Cisco	NX-OS	5.0	before	5.0(5)	on	Nexus	7000	devices,	when	
local	authenHcaHon	and	mulHple	VDCs	are	enabled,	allows	
remote	authenHcated	users	to	gain	privileges	within	an	
unintended	VDC	via	an	SSH	session	to	a	management	interface,	
aka	Bug	ID	CSCH11629.	

Fabio	Massacci	-	CyberRisk	Assessment	 36	

Agack	Vector	

Agack	Complexity	

Privileges	Required	

User	InteracHon	

ConfidenHality	

Integrity	

Availability	 High	
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Scoring	Exercise	(correct)	

•  CISCO	Devices	Privileges	escala-on	(CVE-2014-2200)		
–  Cisco	NX-OS	5.0	before	5.0(5)	on	Nexus	7000	devices,	when	
local	authenHcaHon	and	mulHple	VDCs	are	enabled,	allows	
remote	authenHcated	users	to	gain	privileges	within	an	
unintended	VDC	via	an	SSH	session	to	a	management	interface,	
aka	Bug	ID	CSCH11629.	
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Agack	Vector	 Network	

Agack	Complexity	 High	

Privileges	Required	 Low	

User	InteracHon	 None	

ConfidenHality	 High	

Integrity	 High	

Availability	 High	
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Scoring	exercise	(Friday)	

•  Spreadsheet	with	30	vulnerability	descrip-ons	
–  To	be	graded	according	to	CVSS	v3	guidelines	

•  Use	the	metric	descripHon	printout	for	your	full	reference	
•  Please	indicate	your	name	and	surname	on	top	of	the	
sheet	

•  Fill	in:	
–  CVSS	v3	metrics		
–  Es<mated	score:	1-10	with	10	very	bad,	1	not	so	bad		
–  Confident?	Yes=the	vuln	is	clear	to	me;	No=	I’m	not	sure		
–  Domain	knowledge:	Have	you	ever	heard	of	the	soZware	
before?	Y/N	

–  Comments:	Any	comment	on	the	vulnerability.	Was	the	
provided	informaHon	enough?		
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Scoring	Guide/Philosophy	
•  Agack	Vector	à	is	the	agack	bound	to	the	network	stack?	

–  Network,	Adjacent,	Local,	Physical	
•  Agack	Complexity	à	can	the	agacker	control	all	factors	relevant	

to	the	exploita-on?	
–  Low,	High	

•  Privileges	Required	à	does	the	agacker	need	be	authen-cated?	
–  None,	Low,	High	

•  User	Interac-on	à	does	the	vic-m	user	need	to	interact	with	the	
agack?	
–  None,	Required	

•  Impact	
–  ConfidenHality,	Integrity	à	Data	
–  Availability	à	Service	
–  High,	Low,	None	

•  Scoring	rule:	When	more	than	one	assessment	is	possible,	go	with	
the	more	severe	one	
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SCOPE	METRIC	
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CVSS	v3	
hVp://www.first.org/cvss/v3/development	

•  CVSS	is	based	on	three	metric	groups	
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Scope	(1)	

•  Scope	refers	to	the	collec-on	of	privileges	defined	by	
a	compu-ng	authority	(e.g.	an	applica-on,	an	
opera-ng	system,	or	a	sandbox	environment)	when	
gran-ng	access	to	compu-ng	resources	(e.g.	files,	
CPU,	memory,	etc).	These	privileges	are	assigned	
based	on	some	method	of	iden-fica-on	and	
authoriza-on.		

•  When	the	vulnerability	of	a	soRware	component	
governed	by	one	authoriza-on	scope	is	able	to	affect	
resources	governed	by	another	authoriza-on	scope,	a	
Scope	change	has	occurred.	
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Changing	the	Scope	in	a	Picture	
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Scope	(contd)	

•  Possible	values:	
– Unchanged:	An	exploited	vulnerability	can	only	affect	resources	

managed	by	the	same	authority.	In	this	case	the	vulnerable	
component	and	the	impacted	component	are	the	same.		

– Changed:	An	exploited	vulnerability	can	affect	resources	beyond	
the	authorizaHon	privileges	intended	by	the	vulnerable	component.	In	
this	case	the	vulnerable	component	and	the	impacted	component	are	
different.		
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Effect	of	scope	
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What	do	you	expect	the	final	score	to	go?	Up	or	down?	à	 à ?	

16/04/18	

Effect	of	scope	
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It	goes	up	because	the	impact	may	be	suffered	by	a		
mulHtude	of	non-vulnerable	systems	
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Scoring	Exercise	

•  CISCO	host	crash	(CVE-2011-0355)		
–  Cisco	Nexus	1000V	Virtual	Ethernet	Module	(VEM)	4.0(4)	SV1(1)	
through	SV1(3b),	as	used	in	VMware	ESX	4.0	and	4.1	and	ESXi	
4.0	and	4.1,	does	not	properly	handle	dropped	packets,	which	
allows	guest	OS	users	to	cause	a	denial	of	service	(ESX	or	ESXi	
host	OS	crash)	by	sending	an	802.1Q	tagged	packet	over	an	
access	vEthernet	port,	aka	Cisco	Bug	ID	CSCtj17451.	

Agack	Vector	 A	

Agack	Complexity	 L	

Privileges	Required	 N	

User	InteracHon	 N	

Scope	 C	

ConfidenHality	 N	

Integrity	 N	

Availability	 H	Fabio	Massacci	-	CyberRisk	Assessment	 47	16/04/18	

Scoring	Exercise	

•  Libvirt	USB	handling	(CVE-2012-2693)	
–  libvirt,	possibly	before	0.9.12,	does	not	properly	assign	USB	devices	to	

virtual	machines	when	mulHple	devices	have	the	same	vendor	and	
product	ID,	which	might	cause	the	wrong	device	to	be	associated	with	
a	guest	and	might	allow	local	users	to	access	unintended	USB	devices.	

Agack	Vector	 L	

Agack	Complexity	 H	

Privileges	Required	 L	

User	InteracHon	 N	

Scope	 C	

ConfidenHality	 L	

Integrity	 L	

Availability	 L	
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Scoring	Exercise	

•  SearchBlox	Cross-Site	Request	Forgery	Vulnerability	
(CVE-2015-0970)	
–  SearchBlox	is	an	enterprise	search	and	data	analyHcs	service	uHlizing	Apache	Lucene	

and	ElasHcsearch.	A	cross-site	request	forgery	(CSRF)	vulnerability	in	SearchBlox	Server	
before	version	8.2	allows	remote	agackers	to	perform	acHons	with	the	permissions	of	a	
vicHm	user,	provided	the	vicHm	user	has	an	acHve	session	and	is	induced	to	trigger	the	
malicious	request.	

Agack	Vector	 N	

Agack	Complexity	 L	

Privileges	Required	 N	

User	InteracHon	 R	

Scope	 U	

ConfidenHality	 H	

Integrity	 H	

Availability	 H	
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Scoring	Exercise	

•  phpMyAdmin	Reflected	Cross-site	Scrip-ng	
Vulnerability	(CVE-2013-1937)	
–  Reflected	cross-site	scripHng	(XSS)	vulnerabiliHes	are	present	on	the	

tbl_gis_visualizaHon.php	page	in	phpMyAdmin	3.5.x,	before	version	3.5.8.	
These	allow	remote	agackers	to	inject	arbitrary	JavaScript	or	HTML	via	the	
(1)	visualizaHonSeongs[width]	or	(2)	visualizaHonSeongs[height]	
parameters.	

Agack	Vector	 N	

Agack	Complexity	 L	

Privileges	Required	 N	

User	InteracHon	 R	

Scope	 C	

ConfidenHality	 L	

Integrity	 L	

Availability	 N	
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Scoring	Exercise	

•  Google	Chrome	Sandbox	Bypass	vulnerability	
(CVE-2012-5376)	
–  The	Inter-process	CommunicaHon	(IPC)	implementaHon	in	Google	Chrome	

before	22.0.1229.94	allows	remote	agackers	to	bypass	intended	sandbox	
restricHons	and	write	to	arbitrary	files	by	leveraging	access	to	a	renderer	
process.	

Agack	Vector	 N	

Agack	Complexity	 L	

Privileges	Required	 N	

User	InteracHon	 R	

Scope	 C	

ConfidenHality	 H	

Integrity	 H	

Availability	 H	
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Further	reading	

•  Chapters	10,	11	on	Textbook	
•  Ross	Anderson’s	book.	
•  CVSS	First	Web	Site	(See	Wiki	for	links)	
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