
Overview	of	
typical	problems
SESAR	SECRAM EXPERIENCE	OF	TWO	EXERCISES

CYBER	SECURITY 	R ISK 	ASSESSMENT	COURSE	– FALL

Step	1.1:	Primary	Assets	Identification
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SecRAM definition
Primary	Asset	is	an	intangible	function,	
service,	process	or	information	that	are	

part	of	the	ATM	system	within	the	

scope	of	the	project	and	has	value	to	

the	system.
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List	of	problems
Exercise	1:

1. Security/safety	in	PA	name	(39%	

of	works)

2. Generic	PAs,	e.g.	Efficient,	

Privacy,	Data	(19%)

3. PAs	Economic	Investment,	

Mobility,	Reputation	(6%)

4. PAs	like	“ATS	work	correctly	for	all	

airport	of	interest”	(1	work)

Exercise	2:

1. Security/safety	in	PA	name	(43%	

of	works)

2. Generic	PAs,	e.g.	Efficient,	

Privacy,	Data	(18%)

3. PAs	Economic	Investment (14%)

4. PAs	like	“ATS	work	correctly	for	all	

airport	of	interest”	(1	work)

5. “Availability	of	flighting service	to	

customers”	(1	work)
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Not	good	example
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Better	example	for	Exercise	2

Primary 
Asset ID Primary Asset Name Type 

(information/service)
PA1 Visualization sensors data Information
PA2 Airport sound sensors data Information

PA3 Visual/Non-visual navigation aid sensors 
data Information

PA4 Remote control of signalling lamps 
system and alarm system Service
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Step	1.2:	Impact	assessment
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List	of	problems
Exercise	1:

1. Poor	impact	assessment	(26%)

2. No	justifications	(16%)

3. Generic	or	poor	justification	

(16%)

4. Incomplete	assessment	(10%)

5. Confidentiality	is	not	evaluated	

(1	work)

Exercise	2:

1. Poor	impact	assessment	(32%)

2. Confidentiality	is	not	evaluated	

(21%)

3. Problem	with	impact	

assessment	and	justification	of	

PA	like	Safety/Security	of	

something	(21%)

4. No	justifications	(18%)

5. Generic	or	poor	justification	

(18%)

6. Incomplete	assessment	(1	

work)
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Step	2:	Supporting	Assets	identification
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SecRAM definition
Supporting	Assets	are	entities	which	enable	
the	primary	assets.	Supporting	assets	

possess	the	vulnerabilities	that	are	

exploitable	by	threats	aiming	to	impair	

primary	assets.
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List	of	problems
Exercise	1:

1. SAs	are	out	of	scope	(52%)

2. Not	all	SAs	related	to	the	focus	

of	the	exercise	are	included	

(10%)

3. Generic	SAs	(6%)

◦ “Connections”	or	“Network	Security”

4. Data	as	SA	(6%)

5. Some	SAs	are	unclear	(1	work)

◦ “Remote	tower	modules”

Exercise	2:

1. Some	SAs	are	unclear	(25%)

◦ “Communication/computer	system”,	

“New	signaling	lamp”,	“New	aids	

systems”,	“Binoculars”

2. SAs	are	out	of	scope	(18%)

3. Data	as	SA	(7%)	Links	between	

SAs	and	PAs	are	unclear	or	no	

link	provided	(15%)	

4. Generic	SAs	(6%)

◦ “System	Security”	or	“Physical	

Security”
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Setp 3:	Vulnerabilities	&	Threat	Scenarios	
Evaluation
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SecRAM definitions
Vulnerability is	a	security	weakness	of	an	
asset	that	can	be	exploited	by	an	attacker	via	
a	threat.

Threat is	the	 potential	cause	of	an	
unwanted	incident	which	may	result	in	an	
impact	on	the	OFA.

A	threat	scenario is	a	combination	of	a	
threat	over	a	supporting	asset	within	the	
considered	environment
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List	of	problems
Exercise	1:

1. Generic	threats	(39%)	and/or	

vulnerabilities	(10%)

2. Impact	evaluation	problems	

(29%)

3. Unclear	threats	and/or	

vulnerabilities	(23%)

4. Threat	is	not	applicable	to	SA	

(6%)

5. Misunderstanding	of	threats	

and	vulnerabilities	(2-3	works)

Exercise	2:

1. Impact	evaluation	problems	

(32%)

2. Unclear	threats	and/or	

vulnerabilities	(21%)

3. Threat	is	not	applicable	to	SA	

(14%)

4. Generic	threats	(11%)

5. Misunderstanding	of	threats	

and	vulnerabilities	(2-3	works)
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Step	5:	Security	Controls
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SecRAM definition
Security	Controls	are	means	of	managing	

risk,	including	policies,	procedures,	

guidelines,	practices	or	organizational	

structures,	which	can	be	administrative,	

technical,	management,	or	legal	in	nature.
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List	of	problems
Exercise	1:

1. Lack	of	description/motivation	

behind	selected	controls	(most	

of	works)

2. Generic/unclear/not	specific	

controls (32%)

3. Pre-controls	do	not	prevent	

threats	(13%)

4. Inapplicable	controls	(6%)

5. Limited	selection	of	controls	(	

one	work)

Exercise	2:

1. Lack	of	description/motivation	

behind	selected	controls	(most	of	

works)

2. Generic/unclear/not	specific	

controls	(29%)

3. Inapplicable	controls	(21%)	

4. Pre-controls	do	not	prevent	

threats	(11%)

5. Limited	selection	of	controls	(7%)
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Bad	examples(1/2)
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Bad	examples(2/2)
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Good	examples	(1/2)

23/11/16 KATE	LABUNETS 20



Good	examples	(2/2)
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