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Lecture	
  Outline	
  

•  Introduc:on	
  to	
  Risk	
  Assessment	
  
– Risk	
  Model	
  	
  
– Assessment	
  Approaches	
  
– Analysis	
  Approaches	
  

•  Standards	
  for	
  Risk	
  Assessment	
  
–  ISO/IEC	
  27005,	
  ISO\IEC	
  31000,NIST	
  800-­‐30	
  

•  SESAR	
  SECRAM	
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Introduc9on	
  to	
  Risk	
  Assessment	
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Recall:	
  Plan-­‐Do-­‐Check-­‐Act	
  Process	
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Plan	
  
•  IdenLfy	
  ISMS	
  scope	
  and	
  policy	
  
•  Iden9fy	
  and	
  assess	
  the	
  risks	
  
• Select	
  Control	
  ObjecLves	
  and	
  
Security	
  Controls	
  for	
  Risk	
  Treatment	
  

• Formulate	
  a	
  Risk	
  Treatment	
  Plan	
  
• Prepare	
  a	
  SoA	
  

Do	
  
•  Implement	
  Risk	
  Treatment	
  
Plan	
  

•  Implement	
  controls	
  selected	
  to	
  
meet	
  control	
  objecLves	
  

Act	
  
•  Improve	
  Exis9ng	
  Controls	
  
•  Manage	
  Changes	
  
•  Introduce	
  New	
  Controls	
  
•  Reorganize	
  ExisLng	
  and	
  New	
  
Controls	
  	
  

Check	
  
•  Execute	
  Monitoring	
  Procedures	
  
•  Undertake	
  Reviews	
  
•  Conduct	
  an	
  internal	
  audit	
  

ISMS	
  
Process	
  



What	
  is	
  Risk	
  Management?	
  

•  Risk	
  Assessment	
  
–  IdenLfy	
  
–  EsLmate	
  
–  Evaluate	
  

•  Risk	
  Mi:ga:on	
  
–  Possible	
  	
  security	
  controls	
  
–  Adopt	
  the	
  suitable	
  controls	
  

•  Risk	
  Acceptance	
  
–  Evaluate	
  the	
  residual	
  risk	
  

•  Risk	
  Communica:on	
  
–  Communicate	
  throughout	
  
the	
  organizaLon	
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Risk	
  Management	
  Standards:	
  ISO	
  vs	
  NIST	
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ISO 27005 

ISO 31000 

SP 800-30 

ISO 27002 SP 800-53 



What	
  is	
  Risk	
  Assessment?	
  

•  Process	
  to	
  determine	
  risks	
  that	
  affect	
  
organiza:on’s	
  opera:ons,	
  assets,	
  individuals,	
  
other	
  organiza:ons	
  and	
  even	
  the	
  na:on	
  

•  Main	
  steps	
  	
  
–  IdenLfying	
  security	
  risks	
  
– EsLmaLng	
  security	
  risks	
  
– PrioriLzing	
  security	
  risks	
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What	
  is	
  a	
  Risk	
  Assessment	
  
Methodology?	
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Risk 
Assessment 

Process 
Risk	
  Model	
   Assessment	
  	
  

Approach	
  
Analysis	
  
Approach	
  

Risk Assessment Methodology 



What	
  is	
  a	
  Risk	
  Model?	
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Threat 
Source Threat	
  Event	
   Adverse	
  

Impact	
  
initiates exploits causing 

Vulnerability	
  

Predisposing	
  
CondiLons	
   producing 

Security 
Controls 

With	
  
CharacterisLcs	
  
(e.g	
  Intent,	
  
Capability..)	
  

With	
  
Likelihood	
  
of	
  	
  
IniLaLon	
  

With	
  Sequence	
  of	
  
acLons,	
  acLviLes	
  
or	
  scenarios	
  

With	
  
Likelihood	
  
of	
  	
  
Success	
  

With	
  
Degree	
  	
  	
   With	
  Risk	
  	
  as	
  

a	
  combinaLon	
  
of	
  Impact	
  and	
  
Likelihood	
  	
  	
  

With	
  Severity	
  

In	
  context	
  of	
  

With	
  
Pervasiveness	
  of	
  

With	
  
EffecLveness	
  

Organizational 
Risk 



Threat	
  Event,	
  Threat	
  Source,	
  Threat	
  
Scenarios	
  

•  Threat	
  Source	
  
–  EnLty	
  who	
  causes	
  the	
  threat	
  
–  e.g	
  a^acker	
  who	
  wants	
  to	
  steal	
  credit	
  card	
  numbers	
  

•  Threat	
  Event	
  
–  Event	
  or	
  circumstance	
  with	
  potenLal	
  adversely	
  impact	
  
to	
  organizaLonal	
  assets	
  

–  e.g	
  create	
  counterfeit/spoof	
  merchant	
  web	
  site	
  	
  
•  Threat	
  Scenario	
  
–  	
  Set	
  of	
  discrete	
  threat	
  events	
  that	
  cause	
  harm	
  
–  E.g	
  cross-­‐site-­‐scripLng	
  +	
  phishing	
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Vulnerability	
  &	
  Predisposing	
  
Condi9on	
  

•  Vulnerability	
  
– Weakness	
  that	
  could	
  be	
  exploited	
  by	
  a	
  threat	
  source	
  
–  e.g	
  	
  inject	
  arbitrary	
  JavaScript	
  code	
  into	
  the	
  PayPal	
  
web	
  site	
  search	
  funcLon	
  

•  Predisposing	
  condi:on	
  
–  CondiLon	
  which	
  affects	
  the	
  likelihood	
  that	
  a	
  threat	
  
event	
  results	
  in	
  adverse	
  impact	
  to	
  organizaLonal	
  
assets	
  

–  e.g	
  	
  the	
  web	
  site	
  looks	
  trusted	
  
–  e.g	
  the	
  use	
  of	
  a	
  corporate	
  network	
  rather	
  than	
  a	
  open	
  
network	
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Likelihood,	
  Impact,	
  Risk,	
  Uncertainty	
  

•  Likelihood	
  
–  Probability	
  that	
  a	
  threat	
  event	
  will	
  occur	
  
–  Probability	
  that	
  a	
  threat	
  event	
  results	
  in	
  an	
  adverse	
  impact	
  

•  Adverse	
  Impact	
  
–  Magnitude	
  of	
  the	
  harm	
  caused	
  by	
  a	
  threat	
  event	
  

•  Risk	
  
–  	
  FuncLon	
  of	
  Likelihood	
  and	
  Adverse	
  Impact	
  

•  Uncertainty	
  
–  Imprecision/Degree	
  of	
  Belief/Lack	
  of	
  knowledge	
  in	
  EsLmaLng	
  
Risk	
  Factors	
  

•  	
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What	
  is	
  Risk	
  Assessment?	
  

•  Aims	
  to	
  evaluate	
  risk	
  factors	
  	
  

•  Two	
  main	
  approaches	
  
–  QuanLtaLve	
  

•  Employ	
  methods,	
  principle	
  or	
  rules	
  based	
  on	
  the	
  use	
  of	
  numbers	
  
(scale	
  0-­‐10)	
  

–  QualitaLve	
  
•  Employ	
  methods,	
  principle	
  or	
  rules	
  based	
  on	
  non-­‐numerical	
  
categories	
  or	
  levels	
  (e.g	
  very	
  low,	
  low,	
  moderate,	
  high,	
  very	
  high)	
  

Fabio	
  Massacci	
  -­‐	
  EIT	
  Security	
  
Engineering	
   Fall	
  2015	
  



Quan9ta9ve	
  vs	
  Qualita9ve	
  Approach	
  

Quan:ta:ve	
  Approach	
  
•  Impact	
  of	
  individual	
  cardholder	
  

data	
  disclosure	
  
–  10.000	
  USD/customer	
  

•  Likelihood	
  of	
  occurance	
  of	
  XSS	
  
threat	
  event:	
  	
  
–  0.08/year	
  

•  Number	
  Customers	
  
–  1M	
  

•  Risk	
  x	
  Customer	
  =	
  800	
  US/
(year*customer)	
  
–  10.000	
  USD/customer	
  *	
  0.08/year	
  	
  

•  Global	
  Risk	
  =	
  800M	
  USD/year	
  
–  1M	
  customer	
  *	
  800	
  USD/

(year*customer)	
  

Qualita:ve	
  Approach	
  
•  Impact	
  of	
  cardholder	
  data	
  

disclosure	
  :	
  High	
  
•  Likelihood	
  of	
  occurance	
  of	
  

XSS	
  threat	
  event:	
  High	
  
•  Risk	
  :	
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What	
  is	
  Risk	
  Analysis?	
  

•  The	
  process	
  of	
  iden:fying,	
  assessing	
  risks	
  
•  Possible	
  approaches:	
  
– Threat-­‐oriented	
  
– Asset/Impact-­‐oriented	
  
– Vulnerability-­‐oriented	
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NIST	
  800-­‐30	
  standard	
  for	
  risk	
  
assessment	
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NIST	
  800-­‐30:	
  Risk	
  Assessment	
  Process	
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Step	
  1:	
  Prepare	
  for	
  Assessment	
  

IdenLfy	
  Threat	
  Sources	
  and	
  Events	
  

Step	
  2:	
  Conduct	
  Assessment	
  

IdenLfy	
  VulnerabiliLes	
  and	
  
Predisposing	
  CondiLons	
  

Determine	
  Likelihood	
  of	
  Occurance	
  

Determine	
  Magnitude	
  of	
  Impact	
  

Determine	
  Risk	
  

St
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NIST	
  800-­‐30	
  :	
  Preparing	
  for	
  the	
  Risk	
  
Assessment	
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IdenLfy	
  the	
  Purpose	
  

Step	
  1:	
  Prepare	
  for	
  Assessment	
  

IdenLfy	
  the	
  Scope	
  

IdenLfy	
  AssumpLons	
  and	
  Constraints	
  

IdenLfy	
  InformaLon	
  Sources	
  

IdenLfy	
  Risk	
  Model,	
  and	
  AnalyLc	
  
Approach	
  



NIST	
  800-­‐30	
  :	
  Preparing	
  for	
  the	
  Risk	
  
Assessment	
  

•  Risk	
  Purpose	
  
–  	
  Establishing	
  a	
  baseline	
  assessment	
  of	
  risk	
  

•  Decision	
  Supported	
  
–  	
  SelecLon	
  of	
  Controls	
  

•  Assump:ons	
  and	
  Constraints	
  
– All	
  possible	
  threat	
  sources	
  and	
  events	
  

•  Risk	
  Model	
  and	
  Analy:cal	
  Approach	
  
– Threat	
  Oriented	
  	
  
–  	
  QualitaLve	
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NIST	
  800-­‐30	
  :	
  Conduct	
  Assessment	
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IdenLfy	
  Threat	
  Sources	
  and	
  Events	
  

Step	
  2:	
  Conduct	
  Assessment	
  

IdenLfy	
  VulnerabiliLes	
  and	
  
Predisposing	
  CondiLons	
  

Determine	
  Likelihood	
  of	
  Occurance	
  

Determine	
  Magnitude	
  of	
  Impact	
  

Determine	
  Risk	
  



Conduct	
  Assessment:	
  	
  Iden9fy	
  
Threats	
  

•  Iden:ty	
  threat	
  sources	
  
–  IdenLfy	
  threat	
  sources	
  relevant	
  for	
  the	
  organizaLon	
  
– Assess	
  their	
  intent,	
  capability	
  and	
  target	
  

•  Iden:fy	
  threat	
  events	
  
– Determine	
  source	
  informaLon	
  to	
  idenLfy	
  threats	
  
– Determine	
  threats	
  events	
  relevant	
  to	
  conduct	
  the	
  
assessment	
  

–  IdenLfy	
  threat	
  sources	
  that	
  could	
  iniLate	
  the	
  events	
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Conduct	
  Assessment:	
  	
  Iden9fy	
  
Threats	
  

Threat	
  Source	
   Threat	
  Event	
  

Alice	
  	
   Install	
  a	
  malware	
  on	
  her	
  laptop	
  

Outsider	
  	
   Conduct	
  SQL	
  InjecLon	
  a^ack	
  to	
  BC	
  
portal	
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Conduct	
  Assessment	
  :	
  Iden9fy	
  
Vulnerabili9es	
  

•  Iden:fy	
  vulnerabili:es	
  using	
  organiza:on-­‐
defined	
  informa:on	
  sources	
  	
  

•  Assess	
  the	
  severity	
  of	
  iden:fied	
  
vulnerabili:es	
  

•  Iden:fy	
  predisponing	
  condi:ons	
  
•  Assess	
  the	
  pervasiness	
  of	
  predisposing	
  
condi:ons	
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Conduct	
  Assessment	
  :	
  Iden9fy	
  
Vulnerabili9es	
  

Threat	
  Source	
   Threat	
  Event	
   Vulnerability	
   Predisposing	
  
Condi9on	
  

Alice	
   Install	
  Malware	
   No	
  AnL	
  Virus	
  
Installed	
  

N/A	
  

Outsider	
   SQL	
  InjecLon	
  A^ack	
   No	
  Interpreter	
  Input	
  
ValidaLon	
  	
  

N/A	
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Determine	
  Likelihood	
  (1)	
  

•  Determine	
  Likelihood	
  of	
  Occurance	
  
1.  Determine	
  Likelihood	
  of	
  Threat	
  Event	
  IniLaLon	
  	
  
•  InvesLgate	
  Threat	
  Source	
  CharacterisLcs	
  

2.  Determine	
  Likelihood	
  of	
  Threat	
  Event	
  ResulLng	
  In	
  
Adverse	
  Impact	
  
•  InvesLgate	
  VulnerabiliLes	
  and	
  	
  Predisposing	
  CondiLons	
  

3.  Compute	
  Overall	
  Likelihood	
  as	
  combinaLon	
  of	
  the	
  
two	
  above	
  
•  Take	
  Max	
  or	
  Min	
  of	
  the	
  two	
  
•  Consider	
  Likelihood	
  of	
  IniLaLon	
  
•  Consider	
  Likelihood	
  of	
  Impact	
  
•  Average	
  of	
  the	
  two	
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Determine	
  Likelihood	
  (2)	
  

Qualita9ve	
  Values	
   Descrip9on	
  

Very	
  High	
  	
   Adversary	
  is	
  almost	
  certain	
  to	
  inLate	
  the	
  
threat	
  

High	
   Adversary	
  is	
  highly	
  likely	
  to	
  inLate	
  the	
  
threat	
  

Moderate	
   Adversary	
  is	
  somewhat	
  likely	
  to	
  inLate	
  the	
  
threat	
  

Low	
  	
   Adversary	
  is	
  unlikely	
  to	
  inLate	
  the	
  threat	
  

Very	
  Low	
   Adversary	
  is	
  highly	
  unlikely	
  to	
  inLate	
  the	
  
threat	
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•  Likelihood	
  of	
  Threat	
  Ini9a9on	
  Scale	
  



Determine	
  Likelihood	
  (3)	
  

Qualita9ve	
  Values	
   Descrip9on	
  

Very	
  High	
  	
   It	
  is	
  s	
  almost	
  certain	
  to	
  have	
  adverse	
  
impacts	
  

High	
   It	
  is	
  highly	
  likely	
  to	
  have	
  adverse	
  impacts	
  

Moderate	
   ILs	
  somewhat	
  likely	
  to	
  have	
  adverse	
  
impacts	
  

Low	
  	
   It	
  is	
  unlikely	
  to	
  have	
  adverse	
  impacts	
  

Very	
  Low	
   It	
  is	
  highly	
  unlikely	
  to	
  have	
  adverse	
  
impacts	
  

Fabio	
  Massacci	
  -­‐	
  EIT	
  Security	
  
Engineering	
   Fall	
  2015	
  

•  Likelihood	
  of	
  Adverse	
  Impact	
  Scale	
  



Determine	
  Likelihood	
  (4)	
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Threat	
  Source	
   Threat	
  Event	
   Likelihood	
  of	
  
Ini9a9on	
  

Likelihood	
  of	
  
Impact	
  
	
  

Alice	
   Install	
  Malware	
   Moderate	
   High	
  

Outsider	
   SQL	
  InjecLon	
  
A^ack	
  

Very	
  High	
   Very	
  High	
  

Likelihood	
  of	
  	
  
Impact/	
  
Likelihood	
  of	
  
Ini9a9on	
  

Very	
  Low	
   Low	
   Moderate	
   High	
  	
   Very	
  High	
  

Very	
  High	
  	
   Low	
   Moderate	
   High	
   Very	
  High	
   Very	
  High	
  

High	
   Low	
   Moderate	
   Moderate	
   High	
   Very	
  High	
  

Moderate	
   Low	
   Low	
  	
   Moderate	
   Moderate	
   High	
  

Low	
  	
   Very	
  Low	
   Low	
   Low	
   Moderate	
   Moderate	
  

Very	
  Low	
   Very	
  Low	
   Very	
  Low	
   Low	
   Low	
   Low	
  



Conduct	
  Assessment:	
  Determine	
  
Impact	
  (1)	
  

•  Iden:fy	
  possible	
  adverse	
  impacts	
  and	
  affected	
  
assets	
  
–  CharacterisLcs	
  of	
  threat	
  sources	
  
–  VulnerabiliLes	
  and	
  predisposing	
  condiLons	
  
–  SuscepLbility	
  given	
  implemented	
  security	
  controls	
  

•  Possible	
  adverse	
  impacts	
  
– Harm	
  to	
  operaLons	
  
– Harm	
  to	
  assets	
  
– Harm	
  to	
  individuals	
  
– Harm	
  to	
  other	
  organizaLon	
  
– Harm	
  to	
  the	
  naLon	
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Determine	
  Impact	
  (2)	
  

•  Impact	
  Assessment	
  Scale	
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Qualita9ve	
  Values	
   Descrip9on	
  

Very	
  High	
  	
   The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  	
  
have	
  mul9ple	
  severe	
  or	
  catastrophic	
  
adverse	
  effects	
  	
  

High	
   The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  	
  
have	
  severe	
  or	
  catastrophic	
  adverse	
  
effects	
  	
  

Moderate	
   The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  	
  
have	
  serious	
  adverse	
  effects	
  	
  

Low	
  	
   The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  	
  
have	
  limited	
  adverse	
  effects	
  	
  

Very	
  Low	
   The	
  threat	
  event	
  could	
  be	
  expected	
  to	
  	
  
have	
  negligible	
  adverse	
  effects	
  	
  



Conduct	
  Assessment:	
  Determine	
  
Impact	
  (3)	
  

Threat	
  Source	
   Threat	
  Event	
   Impact	
  

Alice	
   Install	
  Malware	
   Moderate	
  

Outsider	
   SQL	
  InjecLon	
   Very	
  High	
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Determine	
  Risk	
  (1)	
  

•  Iden:fy	
  Risks	
  as	
  Combina:on	
  of	
  	
  
– Likelihood	
  of	
  Occurance	
  and	
  
–  	
  Impact	
  

•  Order	
  iden:fied	
  threat	
  events	
  based	
  on	
  the	
  
associated	
  risk	
  level	
  
– Highest	
  Risks	
  on	
  Top	
  of	
  the	
  list	
  

•  Priori:ze	
  threats	
  with	
  risks	
  at	
  the	
  same	
  level	
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Conduct	
  Assessment:	
  Determine	
  Risk	
  (2)	
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Threat	
  Source	
   Threat	
  Event	
   Likelihood	
  of	
  
Occurance	
  

Impact	
  
	
  

Alice	
   Install	
  Malware	
   Moderate	
   Moderate	
  

Outsider	
   SQL	
  InjecLon	
  
A^ack	
  

Very	
  High	
   Very	
  High	
  

Impact/	
  
Likelihood	
  

Very	
  Low	
   Low	
   Moderate	
   High	
  	
   Very	
  High	
  

Very	
  High	
  	
   Low	
   Moderate	
   High	
   Very	
  High	
   Very	
  High	
  

High	
   Low	
   Moderate	
   Moderate	
   High	
   Very	
  High	
  

Moderate	
   Low	
   Low	
  	
   Moderate	
   Moderate	
   High	
  

Low	
  	
   Very	
  Low	
   Low	
   Low	
   Moderate	
   Moderate	
  

Very	
  Low	
   Very	
  Low	
   Very	
  Low	
   Low	
   Low	
   Low	
  



SESAR	
  SecRAM	
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SESAR	
  SecRAM	
  

§  Build	
  security	
  into	
  system	
  development	
  
lifecycle	
  

§  Easy	
  to	
  use	
  for	
  no	
  security	
  experts	
  
§  Compliant	
  with	
  ISO	
  27005	
  
§  Focuses	
  on	
  two	
  types	
  of	
  assets	
  

§  Primary	
  Assets	
  
§  SupporLng	
  Assets	
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Defini9ons	
  

•  Primary	
  Asset	
  
–  Intangible	
  enLLes	
  like	
  	
  informaLon	
  or	
  service	
  that	
  
is	
  part	
  of	
  the	
  system	
  under	
  analysis	
  and	
  has	
  value	
  
to	
  the	
  system	
  

•  Suppor:ng	
  Asset	
  
– Tangible	
  enLLes	
  which	
  enable	
  the	
  primary	
  assets	
  
–  	
  They	
  possess	
  the	
  vulnerabiliLes	
  that	
  are	
  
exploitable	
  by	
  threats	
  aiming	
  to	
  impair	
  primary	
  
assets	
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Defini9ons	
  

•  Threat	
  Source	
  
– The	
  potenLal	
  cause	
  of	
  an	
  unwanted	
  incident	
  
which	
  may	
  result	
  in	
  an	
  impact	
  on	
  the	
  operaLons	
  

•  Threat	
  	
  
– PotenLally	
  harmful	
  event	
  iniLated	
  by	
  a	
  threat	
  
source	
  exploiLng	
  vulnerabiliLes	
  of	
  a	
  supporLng	
  
asset	
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Defini9ons	
  

•  CIA	
  
– ConfidenLality.	
  The	
  property	
  that	
  informaLon	
  is	
  
not	
  made	
  available	
  or	
  disclosed	
  to	
  unauthorized	
  
individuals,	
  enLLes	
  or	
  processes	
  

–  Integrity.	
  The	
  property	
  of	
  safeguarding	
  the	
  
accuracy	
  and	
  completeness	
  of	
  assets	
  

– Availability.	
  The	
  property	
  of	
  being	
  accessible	
  and	
  
usable	
  upon	
  demand	
  by	
  unauthorized	
  enLty	
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Defini9ons	
  

•  Impact	
  
–  The	
  effect	
  of	
  	
  compromising	
  confidenLality,	
  
availability	
  or	
  integrity	
  of	
  a	
  primary	
  asset	
  	
  

•  Likelihood	
  
–  EvaluaLon	
  of	
  the	
  chance	
  of	
  a	
  threat	
  scenario	
  
successfully	
  occurring	
  

•  Risk	
  
–  The	
  potenLal	
  that	
  a	
  given	
  threat	
  will	
  exploit	
  
vulnerabiliLes	
  of	
  an	
  asset	
  or	
  group	
  of	
  assets	
  and	
  
thereby	
  have	
  an	
  impact	
  on	
  the	
  idenLfied	
  assets	
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Defini9ons	
  

•  Risk	
  Treatment	
  
– The	
  process	
  of	
  selecLng	
  and	
  implemenLng	
  
measures	
  to	
  modify	
  risk	
  

•  Control	
  
– Means	
  of	
  managing	
  risk,	
  including	
  policies,	
  
procedures,	
  guidelines,	
  pracLces	
  or	
  organizaLonal	
  
structures,	
  which	
  can	
  be	
  administraLve,	
  technical,	
  
management	
  or	
  legal	
  in	
  nature	
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Applica9on	
  Scenario	
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Username	
  and	
  
password	
  +	
  One-­‐
Time	
  Password	
  

Mobile	
  Apps	
  

Web	
  applicaLon	
  

Online	
  banking	
  service	
  

Customer	
  



Primary	
  Assets	
  and	
  Impacts	
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Primary	
  Asset	
  Iden9fica9on	
  

•  Services	
  	
  
•  Informa:on	
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Primary	
  Asset	
  ID	
   Primary	
  Asset	
   Type	
  

PA1	
   Customer	
  InformaLon	
  
(Address,	
  other	
  info)	
  

InformaLon	
  

PA2	
   Money	
  (access	
  to	
  or	
  
actual	
  value)	
  

InformaLon	
  (value)	
  +	
  
Service	
  (Ability	
  to	
  use	
  it)	
  

PA3	
   CredenLals	
   InformaLon	
  



Impact	
  
Impacted	
  Areas	
   1.	
  No	
  

Impact	
  
2.	
  Minor	
   3.	
  Severe	
   4.	
  Cri9cal	
   5.	
  Catastrophic	
  

IA1:	
  PERSONNEL	
   No	
  injuries	
   Minor	
  injuries	
   Severe	
  injuries	
   MulLple	
  Severe	
  
injuries	
  

FataliLes	
  

IA2:	
  CAPACITY	
   No	
  capacity	
  
loss	
  

Loss	
  of	
  	
  up	
  to	
  10%	
  
capacity	
  

Loss	
  of	
  30%-­‐10%	
  
capacity	
  

Loss	
  of	
  60%-­‐30%	
  
capacity	
  

Loss	
  of	
  60%-­‐	
  100%	
  
capacity	
  

IA3:	
  
PERFORMANCE	
  

No	
  quality	
  
abuse	
  

Minor	
  system	
  
quality	
  abuse	
  

Severe	
  quality	
  
abuse	
  that	
  makes	
  
systems	
  parLally	
  
inoperable	
  

Major	
  quality	
  abuse	
  
that	
  makes	
  major	
  
system	
  inoperable	
  

Major	
  quality	
  abuse	
  
that	
  makes	
  mulLple	
  
major	
  systems	
  
inoperable	
  

IA4:	
  ECONOMIC	
   No	
  effect	
   Minor	
  loss	
  of	
  
income	
  

Large	
  loss	
  of	
  
income	
  	
  

Serious	
  loss	
  of	
  
income	
  	
  

Bankruptcy	
  or	
  loss	
  of	
  
all	
  income	
  

IA5:	
  BRANDING	
   No	
  impact	
   Minor	
  complaints	
   Complaints	
  and	
  
local	
  a^enLon	
  

NaLonal	
  a^enLon	
   Government	
  &	
  
internaLonal	
  a^enLon	
  

IA6:REGULATORY	
   No	
  impact	
   Minor	
  regulatory	
  
infracLon	
  

MulLple	
  minor	
  
regulatory	
  
infracLons	
  

Major	
  regulatory	
  
infracLon	
  

MulLple	
  major	
  
regulatory	
  infracLons	
  

IA7:	
  
ENVIRONMENT	
  

Insignificant	
  	
  	
   Short	
  	
  Term	
  impact	
  
on	
  environment	
  

Severe	
  polluLon	
  
with	
  noLceable	
  
impact	
  on	
  
environment	
  

Severe	
  polluLon	
  
with	
  long	
  term	
  
impact	
  on	
  
environment	
  

Widespread	
  	
  or	
  
catastrophic	
  impact	
  on	
  
environment	
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Impact	
  Assessment	
  

Primary	
  
Asset	
   CIA	
   Pe

rs
on

ne
l	
  

Ca
pa

ci
ty
	
  

Pe
rf
or
m
an

ce
	
  

Ec
on

om
ic
	
  

Br
an

di
ng
	
  

Re
gu
la
to
ry
	
  

En
vi
ro
nm

en
t	
  

O
ve
ra
ll	
  
Im

pa
ct
	
  

One-­‐Time	
  
Password	
  

C	
   One	
  customer	
  =	
  1	
  
Several	
  customers	
  
(automated	
  
a^acks)	
  =	
  4	
  

4	
   Depends	
  (4)	
  
or	
  maybe	
  (3)	
  
or	
  even	
  none	
  

I	
   =above	
   =	
  

A	
   Maybe	
  zero	
  if	
  only	
  
“visible	
  to	
  others”	
  if	
  
taken	
  away	
  =	
  above	
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Impact	
  Assessment	
  

Primary	
  
Asset	
   CIA	
   Pe

rs
on

ne
l	
  

Ca
pa

ci
ty
	
  

Pe
rf
or
m
an

ce
	
  

Ec
on

om
ic
	
  

Br
an

di
ng
	
  

Re
gu
la
to
ry
	
  

En
vi
ro
nm

en
t	
  

O
ve
ra
ll	
  
Im

pa
ct
	
  

One-­‐Time	
  
Password	
  

C	
   5	
   3	
   4	
   5	
  =	
  
Max	
  

I	
   4	
   4	
  

A	
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Suppor9ng	
  Assets	
  Iden9fica9on	
  
and	
  Valua9on	
  

Fall	
  2015	
   Fabio	
  Massacci	
  -­‐	
  EIT	
  Security	
  Engineering	
  



Suppor9ng	
  Assets	
  

•  They	
  possess	
  the	
  vulnerabili:es	
  that	
  are	
  
exploitable	
  by	
  threats	
  

•  Examples	
  
– Hardware	
  
–  Sooware	
  
– OperaLng	
  Systems	
  
–  Storage	
  Media	
  
–  Personnel….	
  

•  Suppor:ng	
  assets	
  must	
  be	
  linked	
  to	
  primary	
  
assets	
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Suppor9ng	
  Assets	
  Table	
  

Suppor9ng	
  Asset	
   One-­‐Time	
  Password	
   Credit	
  Card	
  Info	
   …….	
  

Mobile	
  Device	
   X	
   X	
  

One-­‐Time	
  Password	
  
Device	
  

X	
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Threat	
  Scenarios	
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Threat	
  scenarios	
  

– Threat	
  ×	
  SupporLng	
  Asset	
  ➝	
  Impact	
  on	
  Primary	
  
Asset	
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Threat	
  scenario	
  steps	
  

•  For	
  each	
  suppor:ng	
  asset	
  
–  IdenLfy	
  relevant	
  threats	
  (threat	
  catalogue)	
  
–  IdenLfy	
  which	
  criteria	
  are	
  targeted	
  by	
  the	
  threat	
  
(confidenLality,	
  integrity,	
  availability)	
  

– Build	
  a	
  table	
  
•  Linking	
  threats	
  to	
  supporLng	
  assets	
  
•  Impacts	
  on	
  primary	
  asset	
  CIA	
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The	
  threat	
  scenario	
  table	
  

Suppor9ng	
  Assets	
   Threats	
   Primary	
  Assets	
  

One-­‐Time	
  Password	
  

C	
   I	
   A	
  

Mobile	
  Device	
  	
   Hack/malware	
  installed	
   4	
   4	
   0	
  

Theo	
   4	
   4	
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Something	
  wrong	
  and	
  missing	
  in	
  
this	
  table	
  



The	
  threat	
  scenario	
  table	
  

Suppor9ng	
  Assets	
   Threats	
   Vulnerability	
   Primary	
  Assets	
  

One-­‐Time	
  
Password	
  

C	
   I	
   A	
  

Mobile	
  device	
  of	
  a	
  
single	
  user	
  

Theo	
   Individual	
  user	
  careless	
  
with	
  his	
  device	
  

1	
   1	
   1	
  

Mobile	
  device	
  of	
  
single	
  user	
  

Malicious	
  
Code	
  

Code	
  downloadable	
  by	
  all	
  
users	
  visiLng	
  a	
  site	
  with	
  
wrong	
  operaLng	
  system	
  

1	
   1	
   1	
  

Mobile	
  devices	
  of	
  
several	
  users	
  

Malicious	
  
Code	
  

Code	
  downloadable	
  by	
  all	
  
users	
  visiLng	
  a	
  site	
  with	
  
wrong	
  operaLng	
  system	
  

4	
   4	
   0	
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Beder	
  View	
  

Impact	
  on	
  Primary	
  Assets	
  

Suppor9ng	
  
Assets	
  

Threats	
   Vulnerability	
   OTP	
  of	
  one	
  user	
   OTP	
  of	
  many	
  
users	
  

C	
   I	
   A	
   C	
   I	
   A	
  
Mobile	
  of	
  a	
  
one	
  user	
  

Theo	
   Individual	
  user	
  careless	
  
with	
  his	
  device	
  

1	
   1	
   1	
   NA	
   NA	
   NA	
  

Mobile	
  of	
  
one	
  user	
  

Malware	
   Code	
  downloadable	
  by	
  
all	
  users	
  visiLng	
  a	
  
phishing	
  web	
  site	
  

1	
   1	
   0	
  

Mobile	
  
devices	
  of	
  
many	
  users	
  

Malware	
   Code	
  downloadable	
  by	
  
all	
  users	
  visiLng	
  a	
  
phishing	
  site	
  

4	
   4	
   0	
  

Mobiles	
  of	
  
many	
  users	
  

Theo	
   Many	
  users	
  careless	
  with	
  
their	
  device	
  

4	
   4	
   4	
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Risk	
  Evalua9on	
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Impact	
  Evalua9on	
  

•  Inherited	
  Impact	
  
•  Maximum	
  impact	
  of	
  all	
  CIA	
  criteria	
  and	
  all	
  the	
  primary	
  
assets	
  (via	
  supporLng	
  assets)	
  targeted	
  by	
  the	
  threat	
  

•  Reviewed	
  Impact	
  
–  Usually	
  equal	
  or	
  lower	
  than	
  Inherited	
  Impact	
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The	
  impact	
  Evalua9on	
  table	
  

Primary	
  Assets	
  

Suppor9ng	
  
Assets	
  

Threats	
   Vulnerability	
   One-­‐Time	
  
Password	
  of	
  
single	
  user	
  

Inherited	
  
Impact	
  

Reviewed	
  
Impact	
  

C	
   I	
   A	
  

Mobile	
  
Device	
  	
  

Theo	
   User	
  careless	
  
with	
  device	
  and	
  
OTP	
  	
  app	
  with	
  
password	
  

2	
   2	
   2	
   2	
   0	
  

Mobile	
  
Device	
  	
  

Theo	
   User	
  careless	
  and	
  
OTP	
  app	
  without	
  
a	
  password	
  

2	
   2	
   2	
   2	
   2	
  

Malware	
   Phishing	
  web	
  site	
  
and	
  OTP	
  app	
  
with	
  password	
  

2	
   2	
   0	
   2	
   1	
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Disaggregated	
  Likelihood	
  table	
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Likelihood	
  areas	
   1.	
  Not	
  
Credible	
  

2.	
  Remote	
   3.	
  Occasional	
   4.	
  	
  Probable	
   5.	
  Frequent	
  

LA1:	
  SSKILLS	
   Inside	
  
informaLon	
  

Expert	
  knowledge	
   Specialist	
  
knowledge	
  

Engineering	
  
knowledge	
  

No	
  limitaLon	
  

LA2:	
  MEANS	
   Extremely	
  
scarse	
  

Hard	
  to	
  obtain	
   Available	
  with	
  
difficulty	
  

Publicly	
  available	
   No	
  limitaLon	
  

LA3:	
  
OPPORTUNITY	
  

Never	
   Seldom	
   Regularly	
   Frequently	
   Always	
  

LA4:	
  PROFIT	
   None	
   Li^le	
   Fair	
   Significant	
   Large	
  

LA5:	
  ATTENTION	
   No	
  media	
  
a^enLon	
  

Li^le	
  a^enLon	
  of	
  
local	
  media	
  

Fair	
  a^enLon	
  of	
  
local	
  media	
  

Regional	
  media	
  
a^enLon	
  

World-­‐wide	
  media	
  
a^enLon	
  

LA6:	
  IMPUNITY	
   Certainty	
  of	
  
punishment	
  

High	
  chance	
  of	
  
punishment	
  

Fair	
  chance	
  of	
  
punishment	
  

Li^le	
  chance	
  of	
  
punishment	
  

No	
  chance	
  of	
  
punishment	
  

LA7:	
  DETECTION	
   Certainty	
  of	
  
detecLon	
  	
  

High	
  chance	
  of	
  
detecLon	
  

Fair	
  chance	
  of	
  
detecLon	
  

DetecLon	
  due	
  to	
  
‘chance’	
  

Not	
  possible	
  to	
  predict	
  
or	
  detect	
  



Sucidal	
  Car	
  Bomb	
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Likelihood	
  areas	
   1.	
  Not	
  
Credible	
  

2.	
  Remote	
   3.	
  Occasional	
   4.	
  	
  Probable	
   5.	
  Frequent	
  

LA1:	
  SKILLS	
   Inside	
  
informaLon	
  

Expert	
  knowledge	
   Specialist	
  
knowledge	
  

Engineering	
  
knowledge	
  

No	
  limitaLon	
  

LA2:	
  MEANS	
   Extremely	
  
scarse	
  

Hard	
  to	
  obtain	
   Available	
  with	
  
difficulty	
  

Publicly	
  available	
   No	
  limitaLon	
  

LA3:	
  
OPPORTUNITY	
  

Never	
   Seldom	
   Regularly	
   Frequently	
   Always	
  

LA4:	
  PROFIT	
   None	
   Li^le	
   Fair	
   Significant	
   Large	
  

LA5:	
  ATTENTION	
   No	
  media	
  
a^enLon	
  

Li^le	
  a^enLon	
  of	
  
local	
  media	
  

Fair	
  a^enLon	
  of	
  
local	
  media	
  

Regional	
  media	
  
a^enLon	
  

World-­‐wide	
  media	
  
a^enLon	
  

LA6:	
  IMPUNITY	
   Certainty	
  of	
  
punishment	
  

High	
  chance	
  of	
  
punishment	
  

Fair	
  chance	
  of	
  
punishment	
  

Li^le	
  chance	
  of	
  
punishment	
  

No	
  chance	
  of	
  
punishment	
  

LA7:	
  DETECTION	
   Certainty	
  of	
  
detecLon	
  	
  

High	
  chance	
  of	
  
detecLon	
  

Fair	
  chance	
  of	
  
detecLon	
  

DetecLon	
  due	
  to	
  
‘chance’	
  

Not	
  possible	
  to	
  predict	
  
or	
  detect	
  



Remotely	
  Piloted	
  Car	
  Bomb	
  

Fall	
  2015	
   Fabio	
  Massacci	
  -­‐	
  EIT	
  Security	
  Engineering	
  

Likelihood	
  areas	
   1.	
  Not	
  
Credible	
  

2.	
  Remote	
   3.	
  Occasional	
   4.	
  	
  Probable	
   5.	
  Frequent	
  

LA1:	
  SKILLS	
   Inside	
  
informaLon	
  

Expert	
  knowledge	
   Specialist	
  
knowledge	
  

Engineering	
  
knowledge	
  

No	
  limitaLon	
  

LA2:	
  MEANS	
   Extremely	
  
scarse	
  

Hard	
  to	
  obtain	
   Available	
  with	
  
difficulty	
  

Publicly	
  available	
   No	
  limitaLon	
  

LA3:	
  
OPPORTUNITY	
  

Never	
   Seldom	
   Regularly	
   Frequently	
   Always	
  

LA4:	
  PROFIT	
   None	
   Li^le	
   Fair	
   Significant	
   Large	
  

LA5:	
  ATTENTION	
   No	
  media	
  
a^enLon	
  

Li^le	
  a^enLon	
  of	
  
local	
  media	
  

Fair	
  a^enLon	
  of	
  
local	
  media	
  

Regional	
  media	
  
a^enLon	
  

World-­‐wide	
  media	
  
a^enLon	
  

LA6:	
  IMPUNITY	
   Certainty	
  of	
  
punishment	
  

High	
  chance	
  of	
  
punishment	
  

Fair	
  chance	
  of	
  
punishment	
  

Li^le	
  chance	
  of	
  
punishment	
  

No	
  chance	
  of	
  
punishment	
  

LA7:	
  DETECTION	
   Certainty	
  of	
  
detecLon	
  	
  

High	
  chance	
  of	
  
detecLon	
  

Fair	
  chance	
  of	
  
detecLon	
  

DetecLon	
  due	
  to	
  
‘chance’	
  

Not	
  possible	
  to	
  predict	
  
or	
  detect	
  



Summary	
  Likelihood	
  Evalua9on	
  
Likelihood	
   Qualita9ve	
  Interpreta9on	
  	
  

5.	
  Certain	
   There	
  is	
  a	
  high	
  chance	
  that	
  the	
  scenario	
  successfully	
  occurs	
  in	
  
a	
  short	
  Lme	
  

4.	
  Very	
  likely	
   There	
  is	
  a	
  high	
  chance	
  that	
  the	
  scenario	
  successfully	
  occurs	
  in	
  
the	
  medium	
  term	
  
	
  

3.	
  Likely	
   There	
  is	
  a	
  high	
  chance	
  that	
  the	
  scenario	
  successfully	
  occurs	
  
during	
  the	
  life	
  Lme	
  of	
  the	
  applicaLon/project/acLvity	
  
	
  

2.	
  Unlikely	
   There	
  is	
  a	
  low	
  chance	
  that	
  the	
  scenario	
  successfully	
  occurs	
  
during	
  the	
  life	
  Lme	
  of	
  the	
  applicaLon	
  
	
  

1.	
  Very	
  Unlikely	
   There	
  is	
  li^le	
  or	
  no	
  	
  chance	
  that	
  the	
  scenario	
  successfully	
  
occurs	
  in	
  a	
  short	
  Lme	
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Risk	
  Assessment	
  

Mi9gated	
  Impact	
  

Likelihood	
   1	
   2	
   3	
   4	
   5	
  
5.	
  Certain	
   Low	
   High	
   High	
   High	
   High	
  
4.	
  Very	
  likely	
   Low	
   Medium	
   High	
   High	
   High	
  
3.	
  Likely	
   Low	
   Low	
   Medium	
   High	
   High	
  
2.	
  Unlikely	
   Low	
   Low	
   Low	
   Medium	
   High	
  
1.	
  Very	
  Unlikely	
   Low	
   Low	
   Low	
   Medium	
   Medium	
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The	
  risk	
  assessment	
  table	
  

Suppor9ng	
  
Assets	
  

Threats	
   Reviewed	
  
Impact	
  

Likelihood	
   Risk	
  Level	
  

Mobile	
  Device	
  	
   Theo	
   5	
   Likely	
   High	
  

Malicious	
  Code	
   5	
   Very	
  Likely	
   High	
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Risk	
  Treatment	
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Risk	
  Treatment	
  

•  Four	
  op:ons	
  for	
  risk	
  
treatment	
  
–  Accept	
  or	
  Tolerate	
  (no	
  
acLon	
  needed)	
  

–  Reduce	
  or	
  Treat	
  (through	
  
controls)	
  

–  Avoid	
  or	
  Terminate	
  
(change	
  or	
  stop	
  the	
  
acLvity)	
  

–  Transfer	
  (to	
  another	
  party)	
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Controls	
  

•  For	
  each	
  threat	
  scenario	
  select	
  controls	
  from	
  
the	
  catalogue	
  	
  

•  Two	
  types	
  of	
  controls	
  
– Pre	
  Event	
  Controls	
  

•  They	
  avoid	
  that	
  threats	
  occur	
  
– Post	
  Event	
  Controls	
  

•  They	
  correct	
  or	
  remediate	
  threats	
  that	
  have	
  already	
  
occurred	
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The	
  risk	
  treatment	
  table	
  

Suppor9ng	
  
Assets	
  

Threats	
   Reviewed	
  
Impact	
  

Likelihood	
   Risk	
  Level	
   Controls	
  

Mobile	
  Device	
  	
   Theo	
   5	
   Likely	
   High	
   Security	
  
Training	
  

Malicious	
  
Code	
  

5	
   Very	
  Likely	
   High	
   Virus	
  	
  
ProtecLon	
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Always	
  remember…	
  

•  “In	
  general,	
  qualita:ve	
  risk	
  ra:ng	
  systems	
  sa:sfying	
  
condi:ons	
  found	
  in	
  real-­‐world	
  ra:ng	
  systems	
  and	
  
guidance	
  documents	
  and	
  proposed	
  as	
  reasonable	
  
make	
  two	
  types	
  of	
  errors:	
  	
  
–  (1)	
  Reversed	
  rankings,	
  i.e.,assigning	
  higher	
  qualitaLve	
  risk	
  
raLngs	
  to	
  situaLons	
  that	
  have	
  lower	
  quanLtaLve	
  risks;	
  and	
  

–  (2)	
  UninformaLve	
  raLngs,e.g.,	
  frequently	
  assigning	
  the	
  
most	
  severe	
  qualitaLve	
  risk	
  label	
  (such	
  as	
  “high”)	
  to	
  
situaLons	
  with	
  arbitrarily	
  small	
  quanLtaLve	
  risks	
  and	
  
assigning	
  the	
  same	
  raLngs	
  to	
  risks	
  that	
  differ	
  by	
  many	
  
orders	
  of	
  magnitude”	
  
•  (L.A.	
  Cox,	
  	
  D.	
  Babayev,	
  W.	
  Hube	
  2008)	
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Registra9on	
  

•  Choose	
  a	
  partner	
  to	
  work	
  with	
  for	
  the	
  
assignments	
  

•  Go	
  to	
  Course	
  Web	
  Site	
  and	
  Register	
  
– Your	
  name,	
  last	
  name,	
  email	
  and	
  student	
  ID	
  
– The	
  name,	
  last	
  name,	
  email	
  and	
  student	
  ID	
  of	
  your	
  
partner	
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Suggested	
  Readings	
  

•  Chapter	
  16.	
  Stallings,	
  Brown.	
  Computer	
  Security	
  
•  NIST	
  SP	
  800-­‐30	
  

–  Guide	
  for	
  ConducLng	
  Risk	
  Assesments.	
  	
  Freely	
  Available	
  from	
  
NIST	
  web	
  site	
  

•  NIST	
  SP	
  800-­‐53	
  
–  Security	
  and	
  Privacy	
  Controls	
  for	
  Federal	
  InformaLon	
  Systems	
  
and	
  OrganizaLons.	
  	
  Freely	
  Available	
  from	
  NIST	
  web	
  site	
  

•  Mike	
  Davis.	
  “Buda's	
  Wagon:	
  A	
  Brief	
  History	
  of	
  the	
  Car	
  
Bomb”	
  Verso	
  Books.	
  2008.	
  

•  L.A.	
  Cox,	
  	
  D.	
  Babayev,	
  W.	
  Hube.	
  “Some	
  LimitaLons	
  of	
  
QualitaLve	
  Risk	
  RaLng	
  Systems”.	
  Risk	
  Analysis,	
  25(3),	
  2005	
  
–  h^p://onlinelibrary.wiley.com/doi/10.1111/j.
1539-­‐6924.2005.00615.x/epdf	
  (available	
  from	
  UNITN	
  network)	
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