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•  Fake	
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  forgery	
  



Kaminsky	
  vulnerability	
  
• Dan	
  Kaminsky	
  discovered	
  a	
  potential	
  vulnerability	
  of	
  the	
  
DNS	
  system	
  in	
  the	
  summer	
  of	
  2008.	
  	
  

•  This	
  is	
  a	
  sort	
  of	
  evolution	
  of	
  the	
  basic	
  cache	
  poisoning	
  
attack,	
  in	
  which	
  the	
  victim	
  is	
  an	
  entire	
  domain	
  instead	
  of	
  a	
  
single	
  host	
  

•  The	
  aim	
  of	
  the	
  attack	
  is	
  to	
  feed	
  a	
  victim	
  recursive	
  DNS	
  
server	
  with	
  a	
  forged	
  response	
  packet	
  to	
  spoof	
  a	
  NS	
  
record	
  



Differences	
  w.r.t.	
  DNS	
  poisoning	
  
DNS	
  poisoning	
  focus	
  its	
  attention	
  on	
  tampering	
  the	
  records	
  
associated	
  to	
  a	
  remote	
  machine,	
  for	
  example	
  let	
  suppose	
  that	
  after	
  a	
  
successful	
  attack	
  some.stuff.com	
  is	
  identified	
  with	
  the	
  IP	
  address	
  of	
  a	
  
bad-­‐guy-­‐server,	
  therefore	
  all	
  the	
  requests	
  passing	
  through	
  a	
  recursive	
  
DNS	
  (unaware	
  victim)	
  directed	
  to	
  that	
  site	
  is	
  driven	
  to	
  the	
  malicious	
  
guy.	
  	
  
N.B.	
  only	
  for	
  one	
  site!	
  

While	
  in	
  Kaminsky	
  attack	
  the	
  local	
  recursive	
  server	
  is	
  scammed	
  in	
  a	
  
way	
  that	
  the	
  traffic	
  addressed	
  to	
  some	
  domain,	
  for	
  example	
  
***.****.***.net,	
  is	
  redirected	
  to	
  a	
  malicious	
  domain	
  
###.####.####.bad.	
  That	
  means	
  that	
  an	
  entire	
  ‘good’	
  domain	
  name	
  is	
  
linked	
  to	
  the	
  ‘bad’	
  one.	
  	
  
N.B.	
  for	
  an	
  entire	
  domain!	
  

	
  	
  



Network	
  topology	
  

root	
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BadClient	
   GoodClient	
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Kaminsky	
  attack	
  steps	
  (1)	
  
1.  The	
  BadClient	
  (Dart	
  Fener)	
  sends	
  a	
  fake	
  DNS	
  request	
  to	
  the	
  victim	
  recursive	
  DNS	
  

server	
  (C3PO),	
  for	
  a	
  possible	
  host	
  in	
  the	
  domain	
  to	
  steal	
  

dnsroot	
  

recursive	
  

BadClient	
   GoodClient	
  

Bad	
  

BadPc	
  

net	
  

BankNet	
  

BankPc	
   QuiriPc	
  

1.	
  Where	
  is	
  
BankPc.BankNet.net?	
  



2.	
  	
  The	
  recursive	
  DNS	
  server	
  starts	
  
the	
  recursive	
  cycle	
  of	
  queries	
  in	
  
order	
  to	
  resolve	
  the	
  requested	
  
hostname.	
  The	
  first	
  "question"	
  is	
  
addressed	
  to	
  the	
  dnsroot	
  name	
  
server	
  (Yoda),	
  that	
  replies	
  with	
  a	
  list	
  
of	
  records	
  that	
  can	
  be	
  contacted	
  in	
  
the	
  successive	
  step.	
  

dnsroot	
  

recursive	
  

BadClient	
   GoodClient	
  

bad	
  

BadPc	
  

net	
  

BankNet	
  

BankPc	
   QuiriPc	
  

2.a	
  	
  where	
  is	
  BankPc.BankNet.net?	
  

2.B	
  ask	
  to	
  NetDns.net	
  

Kaminsky	
  attack	
  steps	
  (2)	
  



3.	
  	
  Now	
  recursive	
  asks	
  to	
  DNS	
  server	
  of	
  net	
  domain	
  (Han	
  Solo)	
  where	
  can	
  be	
  found	
  the	
  
IP	
  address	
  of	
  BankPc.BankNet.net	
  

dnsroot	
  

recursive	
  

BadClient	
   GoodClient	
  

bad	
  

BadPc	
  

net	
  

BankNet	
  

BankPc	
   QuiriPc	
  

3.	
  	
  where	
  is	
  BankPc.BankNet.net?	
  

Kaminsky	
  attack	
  steps	
  (3)	
  



4.	
  Before	
  the	
  net	
  DNS	
  server	
  
answers,	
  the	
  bad	
  DNS	
  server	
  
(Dart	
  Sidius)	
  sends	
  the	
  spoof	
  
response	
  to	
  the	
  recursive	
  DNS	
  
server,	
  saying	
  that	
  he	
  is	
  
authoritative	
  for	
  the	
  BankNet	
  
domain.	
  
In	
  this	
  way	
  the	
  recursive	
  DNS	
  
server	
  will	
  insert	
  in	
  his	
  cache	
  the	
  
IP	
  address	
  of	
  the	
  bad	
  Server	
  
instead	
  of	
  the	
  one	
  of	
  the	
  
BankNet.	
  
The	
  successive	
  TRUE	
  response	
  
coming	
  from	
  the	
  net	
  DNS	
  server	
  
will	
  be	
  dropped.	
  

dnsroot	
  

recursive	
  

BadClient	
   GoodClient	
  

bad	
  

BadPc	
  

net	
  

BankNet	
  

BankPc	
   QuiriPc	
  

4.	
  I’m	
  authoritative	
  for	
  BankNet.net,	
  
BankPc.BankNet.net	
  is	
  BadPc.bad	
  

4.	
  I’m	
  authoritative	
  for	
  BankNet.net,	
  ask	
  
BankNetDns.net	
  

Kaminsky	
  attack	
  steps	
  (4)	
  



Netkit	
  Lab	
  overview	
  
• Netkit	
  is	
  an	
  environment	
  for	
  setting	
  up	
  and	
  performing	
  
networking	
  experiments	
  at	
  low	
  cost	
  and	
  with	
  little	
  effort.	
  

•  It	
  allows	
  to	
  "create"	
  several	
  virtual	
  network	
  devices	
  (full-­‐
fledged	
  routers,	
  switches,	
  computers,	
  etc.)	
  that	
  can	
  be	
  
easily	
  interconnected	
  in	
  order	
  to	
  form	
  a	
  network	
  on	
  a	
  
single	
  PC.	
  

• Each	
  emulated	
  network	
  device	
  is	
  a	
  virtual	
  linux	
  box	
  



Setting	
  up	
  netkit	
  
ATTENTION:	
  DO	
  NOT	
  CLOSE	
  THE	
  

TERMINALS	
  	
  

•  ONLY	
  IF	
  	
  YOU	
  DID	
  IT,	
  please	
  follow	
  these	
  steps:	
  
•  Open	
  netkit_variable.txt	
  file	
  on	
  ubuntu	
  desktop	
  
•  Copy	
  and	
  execute	
  each	
  command	
  contained	
  in	
  the	
  file	
  using	
  the	
  
terminal	
  

•  Reach	
  the	
  lab	
  folder	
  (cd	
  Desktop/netkit/kaminsky)	
  
•  Execute	
  the	
  command	
  ‘lhalt’	
  and	
  then	
  ‘lstart’	
  

•  OTHERWISE	
  you	
  can	
  skip	
  this	
  slide	
  and	
  go	
  ahead	
  



Netkit	
  base	
  commands	
  	
  
• V	
  –	
  commands	
  
•  vstart:	
  start	
  a	
  virtual	
  
machine	
  
•  vhalt:	
  gracefully	
  halts	
  a	
  
virtual	
  machine	
  
•  vcrash:	
  causes	
  a	
  virtual	
  
machine	
  to	
  crash	
  

•  L	
  –	
  commands	
  
•  lstart:	
  starts	
  a	
  netkit	
  lab	
  
•  lhalt:	
  gracefully	
  halts	
  all	
  
vms	
  of	
  the	
  lab	
  
•  lcrash:	
  causes	
  all	
  the	
  
vms	
  of	
  a	
  lab	
  to	
  crash	
  



Lab	
  appearance	
  
•  user:	
  mlab	
  

•  password:	
  mlab	
  

•  On	
  the	
  ubuntu	
  virtual	
  machine	
  you	
  
find	
  two	
  workspaces	
  

•  They	
  can	
  be	
  switched	
  using	
  	
  
‘ctrl+alt+right	
  arrow’	
  or	
  	
  
‘ctrl+alt+left	
  arrow’	
  

•  Or	
  using	
  the	
  button	
  on	
  the	
  bottom	
  
left	
  (or	
  start+s)	
  
	
  



Workspace	
  1	
  
•  Goodclient	
  
•  BadClient	
  
•  Recursive	
  
•  BankPc	
  
•  BadDns	
  



Workspace	
  2	
  
•  DnsRoot	
  
•  NetDns	
  
•  BankDns	
  
•  QuiriPc	
  

•  BadPc	
  



Basic	
  DNS	
  execution	
  (1)	
  
•  Now	
  we	
  execute	
  a	
  simple	
  ping	
  to	
  
see	
  the	
  normal	
  working	
  of	
  DNS	
  
architecture	
  

•  Click	
  on	
  the	
  BankPc	
  machine	
  (in	
  
yellow)	
  

•  Digit:	
  	
  
‘tcpdump	
  –n	
  –t	
  port	
  domain’	
  

•  Press	
  enter	
  



Basic	
  DNS	
  execution	
  (2)	
  
•  Now	
  click	
  on	
  the	
  GoodClient	
  
machine	
  (green)	
  

•  Ping	
  the	
  BankPc	
  digiting:	
  	
  
‘ping	
  BankPc.BankNet.net’	
  

•  Press	
  enter	
  

•  After	
  2-­‐3	
  pings	
  press	
  ‘Ctrl+c’	
  to	
  stop	
  
the	
  ping	
  



Basic	
  DNS	
  execution	
  (3)	
  
•  Now	
  look	
  at	
  the	
  BankPc	
  terminal.	
  	
  

•  Here	
  we	
  can	
  see	
  what	
  happened	
  in	
  
the	
  network	
  and	
  in	
  particular	
  the	
  
exchanges	
  of	
  messages	
  of	
  the	
  DNS	
  
protocol	
  

	
  



The	
  query	
  to	
  the	
  recursive	
  

Query	
  id	
  

Query	
  
value:	
  the	
  
question	
  Destination	
  IP:	
  

recursive	
  DNS	
  

Source	
  IP:	
  
GoodClient	
   Src	
  port	
  #	
   Dst	
  port	
  #	
  



The	
  query	
  from	
  the	
  recursive	
  to	
  root	
  
DNS	
  

Query	
  id	
  
Query	
  value	
  

Destination	
  IP:	
  
root	
  DNS	
  

Source	
  IP:	
  
Recursive	
  DNS	
  



The	
  response	
  from	
  the	
  root	
  to	
  
recursive	
  

Query	
  id	
  
Destination	
  IP:	
  
recursive	
  DNS	
  

Source	
  IP:	
  root	
  
DNS	
  

Root	
  server	
  answer	
  with:	
  
•  0	
  answer	
  
•  1	
  authority	
  (=NS)	
  record	
  (DnsNet.net)	
  
•  2	
  additional	
  records	
  (DnsNet.net’s	
  IP	
  

address	
  192.168.0.2,	
  and	
  an	
  OPT	
  record)	
  



The	
  query	
  from	
  the	
  recursive	
  DNS	
  to	
  
the	
  DNS	
  server	
  of	
  the	
  net	
  domain	
  

Query	
  id:	
  this	
  is	
  the	
  value	
  
of	
  ID	
  that	
  we	
  have	
  to	
  

sniff	
  to	
  generate	
  the	
  fake	
  
response	
  

Destination	
  IP:	
  
DnsNet.net	
  

Source	
  IP:	
  
recursive	
  

Query	
  value	
  



The	
  response	
  from	
  the	
  DNS	
  net	
  to	
  the	
  
recursive	
  DNS:	
  	
  

Query	
  id:	
  this	
  is	
  the	
  value	
  
of	
  ID	
  that	
  we	
  have	
  to	
  

sniff	
  to	
  generate	
  the	
  fake	
  
response	
  

Destination	
  IP:	
  
recursive	
  DNS	
  

Source	
  IP:	
  
NetDns	
  

Response	
  from	
  the	
  
authoritavie	
  DNS	
  server:	
  
this	
  contain	
  the	
  answer	
  
that	
  we	
  have	
  to	
  forge	
  in	
  

order	
  to	
  steal	
  the	
  
successive	
  domain	
  



Last	
  request:	
  from	
  recursive	
  DNS	
  to	
  
the	
  authoritative	
  for	
  BankNet	
  domain	
  

Query	
  id	
  
Destination	
  IP:	
  
BankNetDns	
  

Source	
  IP:	
  
recursive	
  DNS	
  

Query	
  value	
  



Last	
  response:	
  the	
  IP	
  address	
  of	
  
BankPc	
  

Query	
  id	
  
Destination:	
  
recusive	
  

Source:	
  
BankNetDns	
  

Answer:	
  IP	
  address	
  



Looking	
  at	
  the	
  cache	
  of	
  the	
  recursive	
  
DNS	
  server	
  
•  Click	
  on	
  the	
  terminal	
  representing	
  
the	
  recursive	
  DNS	
  
machine("RecursiveDns")	
  

•  Digit	
  the	
  command:	
  	
  
‘rndc	
  dumpdb	
  –cache’	
  

•  Go	
  in	
  the	
  folder	
  bind	
  à	
  	
  
‘cd	
  /var/cache/bind’	
  

•  Open	
  the	
  cache	
  file	
  typing:	
  	
  
‘nano	
  named_dump.db’	
  

Here	
  we	
  can	
  see	
  the	
  RecursiveDns	
  cache,	
  in	
  which	
  we	
  can	
  find	
  two	
  kinds	
  of	
  field:	
  NS	
  (Name	
  Server)	
  and	
  A	
  (Address).	
  
The	
  first	
  indicates	
  the	
  name	
  of	
  the	
  contacted	
  server	
  or	
  the	
  one	
  was	
  told	
  to	
  be	
  contacted	
  to	
  reach	
  a	
  destination.	
  
Instead	
  the	
  second	
  corresponds	
  to	
  the	
  "glue"	
  record	
  of	
  the	
  dns	
  response,	
  which	
  consists	
  in	
  the	
  IP	
  address	
  of	
  the	
  

corresponding	
  name	
  server.	
  



Getting	
  a	
  web	
  page	
  from	
  BankPc	
  (1)	
  
•  Click	
  on	
  the	
  terminal	
  of	
  GoodClient	
  

•  Digit:	
  	
  
‘wget	
  BankPc.BankNet.net’,	
  
that	
  is	
  the	
  command	
  to	
  get	
  files	
  
from	
  the	
  internet	
  



Getting	
  a	
  web	
  page	
  from	
  BankPc	
  (2)	
  

•  Now	
  copy	
  the	
  downloaded	
  page,	
  in	
  
that	
  case	
  is	
  called	
  ‘index.html’,	
  in	
  the	
  
desktop	
  of	
  Ubuntu	
  machine	
  

•  The	
  command	
  is	
  	
  
‘cp	
  index.html	
  /hosthome/Desktop/’	
  

•  Remove	
  the	
  file	
  index.html	
  on	
  
GoodClient	
  machine	
  typing:	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
‘rm	
  index.html’	
  

•  then	
  go	
  in	
  the	
  desktop	
  of	
  Ubuntu	
  
and	
  open	
  it	
  in	
  the	
  browser	
  (Firefox)	
  

•  See	
  what	
  happens	
  



Resetting	
  the	
  cache	
  for	
  preparing	
  the	
  
attack	
  
	
  

•  Check	
  that	
  you	
  are	
  in	
  the	
  bind	
  cache	
  folder	
  of	
  the	
  recursive	
  DNS	
  machine	
  
(otherwise	
  repeat:	
  'cd	
  /var/cache/bind'	
  on	
  that	
  terminal)	
  

•  On	
  the	
  recursive	
  DNS	
  machine	
  we	
  remove	
  the	
  cache	
  file	
  (you	
  should	
  still	
  be	
  in	
  the	
  
cache	
  folder):	
  	
  
type	
  ‘rm	
  named_dump.db’	
  

•  Now	
  type:	
  	
  
‘/etc/init.d/bind	
  restart’	
  	
  	
  
(this	
  command	
  restart	
  the	
  DNS	
  functionality	
  on	
  the	
  machine	
  and	
  clean	
  the	
  cache)	
  



Attack	
  steps	
  

•  Let	
  us	
  recall	
  the	
  basic	
  concepts:	
  
•  Our	
  attack	
  will	
  consists	
  in	
  stealing	
  an	
  entire	
  domain	
  	
  (in	
  our	
  example	
  BankNet.net)	
  
•  To	
  achive	
  this	
  task	
  we	
  have	
  to	
  spoof	
  the	
  recursive	
  DNS	
  server	
  of	
  the	
  victim	
  (GoodClient)	
  

•  To	
  do	
  this	
  we	
  have	
  to	
  follow	
  these	
  steps:	
  
1.  Ping	
  a	
  host	
  in	
  the	
  BankNet.net	
  network	
  from	
  the	
  BadClient	
  that	
  acts	
  as	
  accomplice	
  
2.  From	
  the	
  Bad	
  DNS	
  server	
  launch	
  a	
  script	
  that	
  is	
  used	
  to	
  sniff	
  the	
  requests	
  from	
  the	
  recursive	
  to	
  

the	
  DNS	
  authoritave	
  for	
  the	
  net	
  domain	
  
1.  With	
  this	
  script,	
  the	
  BadDNS	
  reads	
  the	
  fields	
  of	
  interest:	
  the	
  Query	
  ID	
  of	
  the	
  request	
  and	
  the	
  Source	
  Port	
  

(these	
  are	
  the	
  fields	
  that	
  univocally	
  identify	
  the	
  transaction)	
  
2.  The	
  BadDNS	
  forges	
  a	
  fake	
  packet	
  with	
  the	
  correct	
  fields	
  (Query	
  ID	
  and	
  Source	
  Port)	
  in	
  order	
  to	
  do	
  the	
  

spoof	
  
3.  When	
  the	
  packet	
  is	
  created,	
  it	
  is	
  ready	
  to	
  be	
  sent	
  to	
  the	
  victim.	
  This	
  MUST	
  be	
  done	
  before	
  the	
  net	
  DNS	
  

reply	
  (to	
  simulate	
  this	
  we	
  delay	
  the	
  net	
  DNS	
  functionalities	
  with	
  a	
  special	
  command)	
  

3.  Run	
  another	
  script	
  from	
  the	
  BadDns	
  in	
  order	
  to	
  deviate	
  all	
  the	
  further	
  traffic	
  
4.  Check	
  the	
  attack	
  success	
  	
  



Script	
  Explanation	
  (sniff&spoof)	
  (1)	
  

•  Open	
  the	
  script	
  remote_poison_domain.py	
  on	
  the	
  Ubuntu	
  desktop	
  

•  The	
  first	
  part	
  deals	
  with	
  the	
  sniffing:	
  	
  
the	
  function	
  packet_sniff()	
  returns	
  a	
  packet	
  variable	
  by	
  listening	
  the	
  network,	
  in	
  order	
  
to	
  catch	
  the	
  right	
  packet	
  we	
  apply	
  a	
  specific	
  filter	
  for	
  our	
  interests:	
  	
  
the	
  source	
  must	
  be	
  the	
  victim	
  and	
  the	
  destination	
  must	
  be	
  the	
  target	
  

interface	
   Source	
  IP	
  
Destination	
  IP	
  

Destination	
  
port	
  



Script	
  Explanation	
  (sniff&spoof)	
  (2)	
  

•  This	
  function	
  forge_spoof_packet	
  takes	
  in	
  input	
  the	
  sniffet	
  packet	
  and	
  saves	
  the	
  
information	
  that	
  we	
  need	
  to	
  forge	
  the	
  fake	
  response	
  packet	
  

Source	
  IP	
  
Source	
  port	
  (if	
  
UDP	
  of	
  TCP)	
  

Query	
  ID	
  

Query	
  
value	
  



Script	
  Explanation	
  (sniff&spoof)	
  (3)	
  

•  Editable	
  fields	
  
•  targetip:	
  insert	
  the	
  IP	
  of	
  the	
  bad	
  DNS	
  server	
  
•  targetdns:	
  insert	
  the	
  IP	
  of	
  the	
  server	
  to	
  spoof	
  
•  domain:	
  insert	
  the	
  name	
  of	
  the	
  domain	
  to	
  

steal	
  

•  srcdns:	
  insert	
  the	
  dns	
  of	
  the	
  TLD	
  (net)	
  
•  dnsspoof:	
  insert	
  the	
  name	
  of	
  the	
  dns	
  server	
  

of	
  which	
  we	
  want	
  to	
  steal	
  
the	
  authority	
  



Script	
  Explanation	
  (sniff&spoof)	
  (4)	
  
•  Packet	
  forging	
  

IP	
  layer	
  

UDP	
  layer	
  

DNS	
  layer	
  
Query	
  

Authoritative	
  dns	
  
fake	
  field	
  

Authoritative	
  
domain	
  fake	
  field	
  

Copy	
  lenght	
  and	
  
checksum	
  

Bad	
  Dns	
  IP	
  

ID	
  sniffed	
  



Script	
  Explanation	
  (sniff&spoof)	
  (5)	
  

•  Sending	
  and	
  printing	
  the	
  packet	
  we	
  
have	
  forged	
  



Attack	
  execution	
  (1)	
  

•  Now	
  we	
  start	
  a	
  simulation	
  of	
  the	
  
kaminsky	
  attack	
  

•  First	
  of	
  all	
  we	
  launch	
  the	
  tcpdump	
  in	
  
the	
  RecursiveDns	
  terminal	
  to	
  see	
  
what	
  it	
  will	
  happen	
  in	
  the	
  network:	
  
•  Click	
  on	
  the	
  RecursiveDns	
  terminal	
  

machine	
  

•  Type	
  	
  
‘tcpdump	
  –n	
  –t	
  port	
  domain’	
  

•  Press	
  enter	
  



Attack	
  execution	
  (2)	
  

•  To	
  guarantee	
  that	
  the	
  attack	
  will	
  work,	
  we	
  
delay	
  the	
  right	
  answer	
  that	
  NetDns	
  server	
  
would	
  give	
  to	
  RecursiveDns	
  

•  In	
  this	
  way,	
  we	
  are	
  sure	
  that	
  the	
  BadDns	
  will	
  be	
  
faster	
  than	
  the	
  NetDns	
  in	
  sending	
  the	
  response	
  

•  Open	
  NedDns	
  terminal	
  On	
  the	
  
workspace	
  2	
  

•  Digit:	
  
‘orig-­‐tc	
  qdisc	
  add	
  dev	
  eth0	
  root	
  netem	
  delay	
  
10000ms’	
  



Attack	
  execution	
  (3)	
  

•  Go	
  in	
  the	
  BadDns	
  terminal	
  on	
  the	
  
workspace	
  1	
  

•  Type:	
  	
  
‘cd	
  /hosthome/Desktop’	
  

•  Press	
  enter	
  

•  Type:	
  	
  
‘python	
  remote_poison_domain.py’	
  

•  Press	
  enter	
  again	
  



Attack	
  execution	
  (4)	
  

•  Go	
  in	
  the	
  BadClient	
  terminal	
  

•  Type:	
  	
  
‘ping	
  BankPc.BankNet.net’	
  

•  Press	
  enter	
  

•  Press	
  ‘Ctrl+c’	
  

•  Wait	
  some	
  time	
  

	
  



Attack	
  execution	
  (5)	
  

•  Now	
  the	
  RecursiveDNS	
  thinks	
  that	
  the	
  BadDns	
  
is	
  authoritative	
  for	
  the	
  BankNet	
  domain	
  

•  Look	
  at	
  the	
  cache	
  of	
  RecursiveDNS	
  to	
  see	
  the	
  
differences	
  in	
  the	
  fields	
  with	
  respect	
  to	
  the	
  
“correct	
  case”	
  

•  Open	
  the	
  terminal	
  representing	
  the	
  recursive	
  
DNS	
  machine(‘	
  RecursiveDns’)	
  	
  

•  Press	
  ‘ctrl+c’	
  to	
  stop	
  the	
  previous	
  tcpdump	
  
execution	
  

•  Digit	
  the	
  command:	
  	
  
‘rndc	
  dumpdb	
  –cache’	
  

•  Go	
  in	
  the	
  folder	
  bind	
  -­‐à	
  	
  
‘cd	
  /var/cache/bind’	
  

•  Open	
  the	
  cache	
  file	
  typing:	
  	
  
‘nano	
  named_dump.db’	
  

Authoritative	
  for	
  
BankNet.net	
  

IP	
  of	
  BadDns.bad	
  
So	
  IS	
  POISONED!	
  



Script	
  Explanation	
  (Redirecting	
  
traffic)(1)	
  
•  Open	
  the	
  script	
  redirecting_to_bad_pc.py	
  on	
  the	
  Ubuntu	
  desktop	
  

•  Once	
  the	
  domain	
  is	
  stealed	
  by	
  BadDns,	
  this	
  second	
  script	
  is	
  used	
  to	
  redirect	
  all	
  the	
  traffic	
  
coming	
  from	
  the	
  RecursiveDns	
  and	
  going	
  to	
  any	
  host	
  under	
  the	
  BankNet	
  domain,	
  to	
  the	
  
malicious	
  guy	
  (BadPc)	
  

•  	
  The	
  first	
  part	
  of	
  this	
  script	
  sniffs	
  DNS	
  packets	
  that	
  arrives	
  to	
  BadDns	
  from	
  the	
  recursive	
  



Script	
  Explanation	
  (Redirecting	
  
traffic)	
  (2)	
  
•  This	
  part	
  has	
  the	
  task	
  to	
  extract	
  the	
  useful	
  information	
  to	
  build	
  the	
  response:	
  

•  Source	
  	
  Port	
  
•  Query	
  ID	
  
•  Value	
  of	
  the	
  query	
  (the	
  question)	
  



Script	
  Explanation	
  (Redirecting	
  
traffic)	
  (3)	
  

•  Here	
  there	
  are	
  the	
  fields	
  for	
  the	
  header	
  
(source	
  and	
  destination	
  IP)	
  of	
  the	
  
response	
  to	
  send	
  to	
  the	
  RecursiveDns	
  

•  The	
  names	
  (domain	
  and	
  DNS	
  server)	
  
authoritaive	
  for	
  the	
  BankNet	
  domain	
  

BadDns	
  IP	
  

Recursive	
  
DNS	
  IP	
  



Script	
  Explanation	
  (Redirecting	
  
traffic)	
  (4)	
  

•  Building	
  and	
  sending	
  the	
  packet	
  

UDP	
  layer	
  

IP	
  layer	
  

DNS	
  layer	
  

Answer:	
  IP	
  
of	
  BadPc	
  

‘ns’	
  and	
  ‘ar’	
  fields	
  tell	
  
who	
  is	
  the	
  authority	
  

Lenght	
  and	
  checksum	
  sending	
  

Query	
  value	
  



Redirecting	
  IP	
  traffic	
  to	
  BadPc.bad	
  

•  Click	
  on	
  BadDns	
  terminal	
  

•  Digit	
  the	
  command	
  ‘cd	
  /hosthome/
Desktop’	
  (you	
  should	
  be	
  already	
  in	
  
the	
  Desktop	
  folder)	
  

•  Now	
  launch	
  the	
  script	
  for	
  
redirecting	
  the	
  requests	
  to	
  BankNet	
  
domain	
  to	
  BadPc.bad	
  

•  Digit	
  the	
  command	
  ‘python	
  
redirecting_to_bad_pc.py’	
  



Try	
  to	
  ping	
  the	
  BankNet	
  network	
  

•  Click	
  on	
  the	
  good	
  client	
  terminal	
  

•  Try	
  to	
  choose	
  a	
  name	
  that	
  you	
  want	
  
and	
  ping	
  it	
  using	
  the	
  name	
  followed	
  
by	
  .BankNet.net	
  

•  E.g.:	
  	
  
‘ping	
  LucaAllodi.BankNet.net’	
  

•  After	
  2-­‐3	
  ping	
  press	
  ‘ctrl+c’	
  

•  You	
  can	
  see	
  that	
  the	
  answer	
  comes	
  
always	
  from	
  BadPc.bad	
  

IP	
  of	
  BadPc.bad	
  

Same	
  



Getting	
  again	
  a	
  web	
  page	
  from	
  BankPc	
  
(1)	
  

•  Click	
  on	
  the	
  terminal	
  of	
  GoodClient	
  

•  Digit:	
  	
  
‘wget	
  BankPc.BankNet.net’,	
  	
  
that	
  is	
  the	
  command	
  useful	
  to	
  get	
  
file	
  from	
  the	
  internet	
  



Getting	
  again	
  a	
  web	
  page	
  from	
  BankPc	
  
(2)	
  

•  Now	
  copy	
  the	
  downloaded	
  page,	
  in	
  
that	
  case	
  is	
  called	
  ‘index.html’,	
  in	
  the	
  
desktop	
  of	
  Ubuntu	
  machine	
  

•  The	
  command	
  is	
  again:	
  	
  
‘cp	
  index.html	
  /hosthome/Desktop/’	
  

•  Then	
  go	
  in	
  the	
  desktop	
  of	
  Ubuntu	
  
and	
  open	
  it	
  in	
  the	
  browser	
  (Firefox)	
  

•  See	
  what	
  will	
  happen	
  



Limitation	
  of	
  the	
  simulation	
  (1)	
  
•  This	
  attack	
  is	
  only	
  theoretical!!	
  	
  
Dan	
  Kaminsky	
  has	
  shown	
  that	
  it	
  could	
  be	
  possible	
  in	
  the	
  	
  old	
  (current	
  in	
  his	
  
epoque)	
  DNS	
  configuration,	
  in	
  which	
  the	
  Query	
  ID	
  generation	
  was	
  
sequentially	
  incremental	
  and	
  the	
  “transactions”	
  were	
  almost	
  always	
  done	
  
on	
  the	
  Port	
  53	
  and	
  moreover	
  with	
  an	
  high	
  computing	
  power:	
  in	
  few	
  
instants	
  you	
  must	
  were	
  able	
  to	
  generate	
  a	
  series	
  of	
  	
  16	
  bits	
  ID	
  

•  Nowadays	
  the	
  DNS	
  has	
  been	
  made	
  more	
  robust,	
  has	
  been	
  introduced	
  a	
  
randomization	
  of	
  the	
  Query	
  ID	
  and	
  of	
  the	
  used	
  Port	
  .	
  
In	
  this	
  way	
  is	
  pretty	
  impossible	
  to	
  have	
  success	
  with	
  this	
  attack	
  

•  Because	
  of	
  this	
  also	
  the	
  simulation	
  has	
  been	
  very	
  complicated,	
  moreover	
  
the	
  basic	
  configuration	
  of	
  the	
  current	
  versions	
  of	
  Netkit	
  and	
  Bind	
  	
  let	
  	
  very	
  
few	
  degrees	
  of	
  freedom	
  in	
  the	
  DNS	
  manipulation	
  



•  Because	
  of	
  the	
  previous	
  reasons	
  we	
  have	
  done	
  some	
  semplifications	
  and	
  re-­‐
arrangements	
  to	
  let	
  the	
  laboratory	
  be	
  as	
  similar	
  as	
  possible	
  to	
  the	
  reality	
  (at	
  
least	
  in	
  appearance)	
  

•  We	
  could	
  not	
  do	
  the	
  actual	
  Query	
  ID	
  and	
  Port	
  intercept	
  and	
  prediction	
  because	
  
of	
  the	
  randomization	
  and	
  we	
  had	
  to	
  do	
  this	
  through	
  a	
  special	
  scapy	
  feature	
  

•  We	
  had	
  to	
  introduce	
  some	
  delay	
  on	
  the	
  NetDns	
  machine	
  and	
  to	
  completely	
  
switch	
  off	
  the	
  bind	
  working	
  on	
  the	
  BadDns	
  machine	
  to	
  simulate	
  the	
  complete	
  
traffic	
  redirecting	
  

Limitation	
  of	
  the	
  simulation	
  (2)	
  



THANK	
  YOU	
  FOR	
  
THE	
  ATTENTION	
  


