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1. Introduction

People when connect to a computer often take for granted the protocols used to find the
destination machine, most people don’t even know them. In a LAN the method of resolving
an [P address to a MAC to send a packet to its destination is by ARP (Address Resolution
Protocol).

In this report we will show how to poison victims ARP table and passively sniff connections.
Thanks to a powerful tool, called Ettercap, we will perform ARP poisoning, SSLstrip and SSH
downgrade. The objective of the laboratory is to give the students basic understanding about
how MITM attacks are performed using existing tools. The students will perform the attacker
role as well as the two victims role who are having a conversation. Together with Wireshark
the students will be able to track the victims’ conversation and understand what Ettercap
does. Finally, we are also going to explain some countermeasures that the victims may
perform in order to protect their conversation from these attacks.

2. Lab Set-up

For this laboratory, there are 3 Virtual Machines (VMs) needed that will take role as Alice
(victim), Bob (victim) and Eve (attacker). The victims will both have the roles of client and
server through the laboratory.

Alice is a Lubuntu 15.10 machine with IP address 192.168.56.7 and MAC address
08:00:27:04:60.
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Bob is a Windows 7 server with IP address 192.168.56.8 and MAC address
08:00:27:9d:¢c7:20.

ErErE fmo e
Eve is a Lubuntu 15.10 machine with IP address 192.168.56.9 and MAC address
08:00:27:0d:ac:f4.
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These three machines are in the same network set up as internal network with interface
named enp0s3. Since there is no internet connection in the laboratory, some webpages that
are going to be accessed during the implementation are provided locally on the server and are
not the real website found on Internet.

2.1 Tool: Ettercap

Ettercap is a free and open source network security tool for man-in-the-middle attacks on
LAN used for computer network protocol analysis and security auditing. Ettercap has three
main strengths:

1. It is capable of fully automating some of the MitM attacks, such as ARP spoofing
(also known as ARP poisoning).

2. It is capable of "filtering" packets, where it intercepts, changes, and resends packets
on the fly. This could be as simple as changing all occurrences of the word "accept" to
"refuse" in all web traffic, or as complex as exchanging the encryption keys in a
secure transmission.

3. It is capable of conducting active eavesdropping against a number of common
protocols, capturing credentials: TELNET, FTP, POP, IMAP, rlogin, SSH1, ICQ,
SMB, MySQL, HTTP, NNTP, X11, Napster, IRC, RIP, BGP, SOCKS 5, IMAP 4,
VNC, LDAP, NFS, SNMP, Half-Life, Quake 3, MSN, YMSG!

2.2 Tool: Wireshark

Wireshark is a free and open source network packet analyzer used for network troubleshooting,
analysis, software and communications protocol development, and education. This tool lets the user
put network interface controllers into promiscuous mode, so he can see all traffic visible on the
interface. This ability will help us to track the traffic between the victims, especially the packets sent
that contain information we want.



3. Man in the middle attacks

Man-in-the-middle (MITM) attacks occur when the attacker manages to position himself
between the legitimate parties to a conversation. The attacker spoofs the opposite legitimate
party so that all parties believe they are actually talking to the expected other, legitimate
parties.
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MITM can be performed actively and passively. Man-in-the-middle attacks can be active or
passive. In a passive attack, the attacker captures the data that is being transmitted, records it,
and then sends it on to the original recipient without his presence being detected (also called
eavesdropping). While in an active attack, the contents are intercepted and altered before they
are sent on to the recipient.

Both these operations will be shown through this report.

For example, Alice and Bob are communicating. And there is Eve, the attacker, who
eavesdrops their conversation. Eve is the man-in-the-middle and in this case he performs
passive attack. Instead, if Eve interferes with the conversation and sends message to Alice
while pretending to be Bob and sends message to Bob while pretending to be Alice, he
performs an active attack in which Alice and Bob do not know that the message they receive
is not from the real person.
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MitM attacks can be accomplished using a variety of methods. In fact, any person who has
access to network packets as they travel between two hosts can accomplish these attacks:
ARP poisoning, ICMP redirection, DNS poisoning, port stealing, etc.

In this laboratory we will focus only on the ARP poisoning attack.

4. ARP Poisoning

One of the easiest and most effective forms of modern MITM attack, ARP cache poisoning
allows an attacker on the same subnet as its victims to eavesdrop on all network traffic
between the victims.

4.1 ARP protocol

The Address Resolution Protocol (ARP) is used to find out MAC address of another device in
the Local Area Network (LAN) in order to communicate with that device. To do it, ARP
maps a network layer address (IP) to link layer address (MAC) that is recognized in the LAN.
When a host wants to communicate to another device, it sends an ethernet broadcast
requesting the MAC address of a node with a particular IP address.

No T1ime Source Destination Protocol Length Info

9 5.008920000 CadmusCo_Oa:al:l RealtekU 12:35:02 ARP 42 who has 10.0.2.27 Tell 10.0.2.15

10 5.009100000 RealtekU 12:35:0. CadmusCo_Oa:al:14 ARP 60 10.0.2.2 1s at S52:54:00:12:35:02

» Frame 9442 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
» Ethernet II, Src: CadmusCo_Oa:al:14 (08:00:27:0a:al:14), Dst: RealtekU_12:35:02 (52:54:00:12:35:02)
~ Address Resolution Protocol (request)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1

Sender MAC address: CadmusCo_Oa:al:14 (08:00:27:0a:al:14)

Sender IP address: 10.0.2.15

arget MAC address: 00:00:00 00:00:00 (00:00:00:00:00:00)

Target IP address: 10.0.2.2 (10.0.2.2)



When a host B sees a request for its IP address, it will send a reply with its MAC address.

No. Time Source Destination Protocol Length Into

9 5.008920000 CadmusCo_Oa:al:l. RealtekU_12:35:02 ARP 42 who has 10.0.2.27? Tell 10.0.2.15
10 5.009100000 RealtekU_12:35:0: CadmusCo_Oa:al:14 ARP 60 10.0.2.2 1s at 52:54:00:12:35:02

» Frame 10: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
» Ethernet II, Src: RealtekU_12:35:02 (52:54:00:12:35:02), Dst: CadmusCo_Oa:al:14 (08:00:27:0a:al:14)
~ Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: reply (2)

Sender MAC address: RealtekU_12:35:02 (52:54:00:12:35:02)

Sender IP address: 10.0.2.2 (10.0.2.2)

Target MAC address: CadmusCo_Oa:al:14 (08:00:27:0a:al:14)

Target IP address: 10.0.2.15 (10.0.2.15)

Host A will then cache the result for a short period of time, using that MAC address for
future packets to the IP address.

IP: 192168.56.7 IP: 192168.56.8
MAC: 08:00:27:9d:c7:20
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MAC: 08:00:27:0d:ac:f4

For example, in the above network setting, Alice with IP address 192.168.56.7 needs to
communicate to Bob. However, Alice doesn’t know the MAC address (or network interface)
of Bob, but she knows its IP address (192.168.56.8).

So, the ARP table that contains information to translate IP addresses into MAC addresses, is
empty.




Alice will broadcast an ARP request to all host nodes asking for Bob MAC address: “arp
who has 192.168.56.8 tell 192.168.56.7”’; and hopefully will receive the following reply:
“arp reply 192.168.56.8 is at 08:00:27:9d:c7:20”.

IP:192168.56.7 IP:192.168.56.8
MAC: 08:00:27:04:60 MAC: 08:00:27:9d:c7:20
IC] > [
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. Bob
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IP: 192.168.56.9
MAC: 08:00:27:0d:ac:f4

After getting the ARP reply, Alice will update its ARP table associating the requested 1P
address 192.168.56.8 with the replied MAC address 08:00:27:9d:¢7:20.

192.168.56.8 00:10:be:2c:11:56

And now the communication between Alice and Bob can finally happen.

IP:192168.56.7 IP:192.168.56.8

MAC: 08:00:27:04:60 MAC: 08:00:27:9d:c7:20
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The same mechanism happens in the case that Alice wants to communicate with Eve and the
final ARP table will looks like:



192.168.56.8 08:00:27:9d:¢c7:20

192.168.56.9 08:00:27:0d:ac:f4

There exists also another way of adding an entry to the ARP table and it's called Gratuitous
ARP. Like an ARP reply, the packet informs a host of the MAC address of an IP without any
previous request: “192.168.56.8 is at 08:00:27:9d:¢c7:20”

4.2 ARP poisoning attack

In ARP poisoning, attacker sends fake ARP messages over the network by telling the victim
his MAC address instead of MAC address of device that the victim wants to connect to.

In our previous example, the attacker will reply the ARP request with his MAC address, so
the victim will put it as associated with the IP address 192.168.56.8.

ARP poisoning is possible due to characteristics of ARP which are decentralized and
unauthenticated. Once the attacker’s MAC address is connected to victim’s IP address, the
attacker will begin receiving any data that is intended to 192.168.56.8.

Note that ARP poisoning can only be only performed on LANs that utilize the ARP.

IP: 192.168.0.2
. IP: 192.168.0.1
MAC: AAAAARAAAAAA MAC: CCCC.CCCC.CCCC
- = =
_— LU
Client GARP GARP .
PC “192.168.0.1 “192.168.0.2

corresponds to

corresponds to
| BBBB.BBBB.BBBB" |

| BBBB.BBBB.BBBE" |

Attacker's PC
IP: 192.168.0.3
MAC: BBBB.BBBB.BBBB]

ARP spoofing can enable attacker to intercept, modify or even stop data in-transit. Moreover
ARP poisoning can imply problems, such as sensitive information stealing, and can be used
to facilitate other attacks, such as Denial-of-Service (DoS) attack, session hijacking and other
active MITM attacks. DoS attacks often leverage ARP spoofing to link multiple IP addresses
with a single target’s MAC address. As a result, traffic that is intended for many different IP
addresses will be redirected to the target’s MAC address, overloading the target with traffic.
In session hijacking attacks, ARP poisoning can be used to steal session IDs that gives
attacker access to private systems and data.



4.3 ARP poisoning - Tutorial step-by-step:

a. Activate the server on Bob’s machine by double clicking WampServer’s icon on the
Desktop.

2R

WampServer

? (192.1 8) 1T 20 [ether
The table shows 2 devices that are connected to Alic
have different IP addresses associated with different MAC addresses.

¢. On Eve’s machine (the attacker):

- Open Wireshark to view captured packets in detail : sudo wireshark
- Select network interface and start tracking the network traffic. Since

Eve and the victims are in the same LAN, Eve can see packets sent and
received by the victims.

Open Ettercap in graphical mode by opening terminal and typing: sudo
ettercap -G

- to select network interface:
- on menu bar, click Sniff — Unified sniffing...

e ettercap 0.8.2
File | | Options Info
L= S

(& Bridged sniffing...

£+ Set pcap filter... “trl+F
T
- select the proper network interface enp0s3
& ettercap Input - 4+ X

N

»

9 Network interface: | enp0s3
u

4

X Cancel v OK

- click OK

- to show list of machines connected to the interface:
- on menu bar, click Hosts — Scan for hosts

By looking at Wireshark, we can see that Ettercap sends ARP packets
to hosts on the local network and displays any responses that are



received. Here are the first 5 ARP request packets.

No. Time Source Destination Protocol Length Info
1 0.000000000 CadmusCo _@d:ac:f4 Broadcast ARP 42 who has
2 0.010264000 CadmusCo 0d:ac:f4 Broadcast ARP 42 who has
3 0.020558000 CadmusCo Od:ac:f4 Broadcast ARP 42 who has
4 0.031740000 CadmusCo Od:ac:f4 Broadcast ARP 42 who has
5 0.042195000 CadmusCo Od:ac:f4 Broadcast ARP 42 who has

-  Hosts — Hosts list

€ ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List X
IP Address MAC Address Description
192.168.56.7 08:00:27:04:60:EF
192.168.56.8 08:00:27:9D:C7:20
Delete Host Add to Target 1

to select the targets for the attack
- select server’s IP address, click Add to Target 1*
- select victim’s IP address, click Add to Target 2*

192.
192.
192.
192.
4928

168.56
168.56
168.56
168.56
168.56

Add to Target 2

.17 Tell 192.168.56.9

.757 Tell 192.168.56.9
.387 Tell 192.168.56.9
.1097 Tell 192.168.56.9
.557 Tell 192.168.56.9

*can be viceversa, as there is no concept of source and destination machine.
Note that if you do not select any machines as target, all the machine inside
the subnet will be ARP poisoned. Depending on the size of the network, this

operation could crashed the network.

to see our current target:
- on menu bar, click Targets — Current targets

- Here we can see both the IP address in their sets depending on our

previous selection.

€ ettercap 0.8.2

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List x | Targets X

Target 1 Target 2

192.168.56.7 192.168.56.8
Delete Add Delete

to perform the ARP poisoning attack:
- on menu bar, click Mitm — ARP Poisoning...
- check Sniff remote connections

Add




- click OK

€ MIT™M Atta...

9 Optional

a (M Sniff

| Only poison one-way.

p 4

Poisoning — + X

parameters

remote connections. %

Cancel v OK

The result of this operation is two malicious gratuitous ARP packets
send to the two target devices (Alice and Bob).

No. Time Source

3 0.00€ CadmusCo _@d:ac:
4 0.00€ CadmusCo_@d:ac:

Destination Protocol Length Info
f4 CadmusCo 9d:c7:20 ARP 42 192.168.56.7 is at ©8:00:27:0d:ac:f4
f4 CadmusCo 04:60:ef ARP 42 192.168.56.8 is at ©8:00:27:0d:ac:f4

d. How do we know if the attack is successful? There are two ways to check it:
- check victim’s ARP table (Alice’s machine)

- arp-a

- We can see that Alice has the attacker’s MAC address associated also

with the server’s IP

address

- use the chk-poison plugin in Ettercap (Eve’s machine)
- on menu bar, click Plugin

- select chk-poison

- look at what Ettercap logs on the lowerside window

ettercap 0.8.2 =R

Start Targets Hosts View Mitm Filters Logging Plugins Info

Host List x | Plugins X

Name Version
arp_cop 1.1
autoadd 1.2
dns_spoof 1.2
dos_attack 1.0
dummy 3.0
find_conn 1.0

find_ettercap 2.0
find_ip 1.0
finger 1.6
finger_submit 1.0

Info
Report suspicious ARP activity
Automatically add new victims in the target range

Sends spoofed dns replies

Runad.o.s. attack against an IP address
A plugin template (for developers)

Search connections on a switched LAN

Try to find ettercap activity

Search anunused IP address in the subnet
Fingerprint a remote host

Submit a fingerprint to ettercap's website

GROUP 1:192.168.56.7 08:00:27:04:60:EF

GROUP 2:192.168.56.8 08:00:27:9D:C7:20

Activating chk_poison plugin...

chk_poison: Checking poisoning status...
chk_poison: Poisoning process successful!




e. Now that the victims have been poisoned, if we track their traffic from Wireshark on
Eve’s machine, we can see packets from both victims are dropped to Eve’s machine.

f. There is an interesting case when Eve can capture sensitive information from the
victim!
First, we need to do this in Alice’s machine:
- Open the browser and insert the following URL: 192.168.56.8/ab.

The page will show a form with two fields, firstname and lastname, and a
submit button.

- Enter any value and click submit button. If it directs Alice to a page with text
“Hello from the other side”, it means the submission is successful.

Then, in the Eve’s machine:
- Open Wireshark and refresh the traffic window by clicking green icon with

reload sign on icon bar.

- We can filter the traffic by typing http on filter field, since the page accessed
by Alice is an http page, and click apply button. The window will only show
packets sent over http protocol.

- Find the packet with POST in the info column.

- If the packet has been found, double click on the packet to see its information.
There will be some information shown in the middle window (below the main
window).

- On the last point of information, line-based text data, we can see the firstname
and the lastname that Alice has submitted (as it is shown in the next image).

Fo|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©® 4Am Q < Vxxy BB o 00 F @8
Filter: | http v | Expression... Clear A y Save

No. Time Source Destination Protocol Length Info

6 0 006 192 168.56.7 192 168 56.8 HTTP 358 GET /ab HTTP/1.1

9.6.032192. 168..8 192.168 56. HTTP 594 HTTP/ll 301 Moved Pemanently (text/html)

7 sion] HTTP/1.1 200 OK text/html
ﬂ 48 22.453260000 192.168.56.7 192.168.56.8 HTTP 49.. php HTTP/1.1 (application/x-www-form-urlencoded)

» Frame 48: 499 bytes on wire (3992 bits), 499 bytes captured (3992 bits) on interface ©

» Ethernet II, Src: CadmusCo 04:60:ef (08:00:27:04:60:ef), Dst: CadmusCo Od:ac:f4 (08:00:27:0d:ac:f4)
» Internet Protocol Version 4, Src: 192.168.56.7 (192.168.56.7), Dst: 192.168.56.8 (192.168.56.8)

» Transmission Control Protocol, Src Port: 36304 (36304), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 433
» Hypertext Transfer Protocol

» Form item: "firstname" = "mitm"
» Form item: "lastname" = "mitm"



Why does this happen? The page that Alice accessed is an http page. Http is not a
secure protocol because it is not encrypted. Therefore the attacker is able to see
what Alice has entered as plaintext.

g. In this step, we are going to do the same activities as the previous one, but with
different page that use https in their login page.
So, in Alice’s machine:
- Open the browser and insert the following URL: 192.168.56.8/wordpress

- Find and click login link at the bottom on the right. It is supposed to direct
Alice to the wordpress login form.

- Unfortunately, the browser will direct Alice to an error page as shown next:

@ Secure Connection Failed

An error occurred during a connection to 192.168.56.8. You have received
an invalid certificate. Please contact the server administrator or email
correspondent and give them the following information: Your certificate
contains the same serial number as another certificate issued by the
certificate authority. Please get a new certificate containing a unique serial
number. (Error code: sec_error_reused_issuer_and_serial)

e The page you are trying to view cannot be shown because the
authenticity of the received data could not be verified.

* Please contact the website owners to inform them of this problem.

Try Again Report this error v

Warning of invalid certificate

Why does this happen? The wordpress page that Alice accessed is an https page.
The connection for communication over https is encrypted by SSL that provides
authentication using authorized certificate, as explained in the SSL theory section.
In this case, the browser rejects to access the page because it cannot recognize the

certificate (created on-the-fly by Ettercap) and mark it as invalid.

In the next section, we will see how to attack communication performed over https.

5.1 SSLstrip

Generally, SSL refers to Transport Layer Security (TLS) and its predecessor, Secure Socket
Layer (SSL). SSL is the “gold standard” security and not only set up for encryption, but also
for the authentication.



SSL uses certificates that utilize public key and private key as a way to perform
authentication. Https (http over SSL protocol) is an example of SSL implementations. By
using SSL certificate, web users are convinced that they are communicating with the right
web server, not an attacker that pretends to be a website. A valid certificate is signed by a
“trusted” Certificate Authority (CA) which is recognized by the browser. If an attacker tries
to make his own certificate, browser will warn the user that the certificate is not trustworthy
and the user would better cancel the website visit due to a man-in-the-middle attack
possibility. If the user ignores the warning (as the one shown in 4.3 point g), it is the user’s
fault or the interface having a poor usability, not the protocol’s weakness.

According to a Google research in 2015, 70% of Google Chrome users were willing to
ignore the warnings about an expired SSL certificate and “proceed anyway”. The more
tech-savvy the user, the more likely they would be to ignore it...

Nowadays, most of websites use https. And most of them are designed to be able to receive
request both from http (port 80) and https (port 443). The http site can not be trusted since it
does not provide any authentication. The site on port 80 usually is only a gate to the real
secure site on port 443.

For example, if the user accesses the site via port 80, so he types www.website.com instead
of https://www.website.com, the server will give him a link or a redirect response to the https
URL. If the user does not have knowledge or pay attention to protocol used by the website he
accesses, the attacker will be able to perform his attack when the user is still in http site,
which is not secure.

SSLstrip is a tool invented by Moxie Marlinspike, which exploits the fact that https is
regularly negotiated over http. It performs a man-in-the-middle attack over http with intention
to attack websites protected by https. This tool prevents redirection from http to https by
changing the response from the server so that user will be still on http page.

v

HTTP
(plaintext)

HTTPs
(encrypted)

Alice Bob

This is how SSL stripping works:

1. Suppose that Eve is intercepting all traffic on the network.

2. Alice visits the webpage http://bob.com

3. http://bob.com sends back a redirect to https://bob.com

4. Eve intercepts the redirect and acts as the other end of the TLS (https) session with
https://bob.com, sending an unencrypted version of the content back to Bob (by
removing the ‘s’). Eve also makes all requests on Alice’s behalf over its TLS
connection with https://bob.com.



5. As far as https://bob.com is concerned, Alice is using the site over a TLS (https)
connection.

6. As far as Alice is concerned, she's using the site over a regular HTTP connection. An
internet-savvy Alice would perhaps notice the lack of a padlock icon. The padlock
icon could be actually sent by Eve and shown in Alice’s browser (see the video in the
references for more information about this).

7. Eve is free to view and tamper with the content that Alice sees as she wants.

Since this attack takes advantage of users’ ignorance about page’s security itself, the defense

that users can do is to pay more attention. This is very simple to achieve as most of the time
is enough to see if the page address starts with a padlock icon and the https protocol.

N\

h tt p S ://WNw.formsite.com/yourform/

However the most safe way is always typing the full address starting with https. And at the
time browser gives a warning regarding invalid certificate, do not just ignore it because this is
the way how the protocol protects users from the possibility of man-in-the-middle attack.

5.2 SSLstrip - Tutorial step-by-step
The scenario of this attack is that Eve wants to capture username and password Alice enters
on a login page usually sent by Bob with the https protocol.

a. In Eve’s machine, start Wireshark and Ettercap as explained on section 4.3 point c.

b. Since the attack is over a secure protocol, SSL, Eve is going to use Ettercap’s plugin
named SSLstrip. In order to activate this plugin, we must modify Ettercap’s
configuration file. This configuration is not shown during the laboratory because we
have had it done beforehand.

How to modify the file:

- Goto Eve’s terminal and type: gedit /etc/ettercap/etter.conf to open
Ettercap’s configuration file.

- Scroll down the file to the redir command_on/off part. Below the Linux
comment, uncomment the two rows, depending on what filtering method is
used. Most probably you will have to uncomment the ones below “if you use
iptables:”.



The kernel forwards everything along except for traffic destined to port 80,
which it redirects to $listenPort (10000, for example). At this point, sslstrip

receives the traffic and does its magic.
Bl mitm@mitm-VirtualBox: ~

File Edit Tabs Help
GNU nano 2.4.2

File: /etc/ettercap/etter.conf Modi

fit into one line with a maximu

-j REDIRECT
-j REDIRECT ¢

¢. How to activate SSLstrip plugin:
- on menu bar, click Plugins — Manage the plugins

& ettercap 0.8.2
Start Targets Hosts View Mitm Filters Logging Info
Plugins X & %

: B Load a plugin...
Name Version Info

- double click on sslstrip plugins to activate (Another double-click will
deactivate it)
- there will be a “*’ sign on the left side once it is activated

€ ettercap 0.8.2 - + x
Start Targets Hosts View Mitm Filters Logging Plugins Info

Plugins X
Name Version Info Y
search_promisc 1.2 Search promisc NICs in the LAN
smb_clear 1.0 Tries to force SMB cleartext auth
smb_down 1.0 Tries to force SMB to not use NTLM2 key auth
smurf_attack 1.0 Run a smurf attack against specified hosts
stp_mangler 1.0 Become root of a switches spanning tree

Activating sslstrip plugin...
SSLStrip plugin: bind 80 on 59273
SSLStrip Plugin version 1.1 is still under experimental mode. Please reports any issues to the development team.

d. In Alice’s machine:
- Open the browser and insert the following URL: 192.168.56.8/wordpress

- Find and click login link at the bottom on the right. It is supposed to direct
Alice to the wordpress login form.
- Unlike what happens on section 4.3 point g, there is no error. If we take a look

at the address bar, there is no green lock and https text before the address. It



means that the page that Alice is currently accessing is an unsecured http page.

2 Mitm < Log In - Mozilla Firefox
Mitm <LogIn X | +

€ |® 192.168.56.8 | -

m

Lost your password?

Fill the username and password fields out and click submit button.

e. As we are now under http, Eve is able to capture Alice’s credential information.
In Eve’s machine, perform the actions on Wireshark as done in section 4.3 point f:

Refresh Wireshark window

Filter the packets only for http to decrease number of packets shown.
Find the packet with POST in info column.

Double click on the packet to see its information. There will be some
information shown in the middle window (below the main window).

On the last point of information, line-based text data, we can see username and
password that Alice has submitted.

Let’s inspect the source page of the requested 192.168.56.8/wordpress and understand what
happens to the webpage using the sslstrip plugin.



Without sslstrip:

B Mitm - Just another WordPress site - Mozilla Firefox

Mitm - Just another W... x | +

€ 9| @192.168.56.8/wordpre v| @ |[Q searc e 93 A e =

B S
« \Entries RSS

. iCnmm‘emc RSS
« WordRress org
i 1
i

[cl 1 Inspector > Console @ Debugger |[# Style Editor | @ Perform... | ¥ Network H-™ B % 00 x
< :ontent.site-content > aside#secondary.sidebar.widget-area > section#meta-2.widget.widget_meta ul li n > o]
< o Tu=—aTTIves Tz S WIUGT T WUt O CIVE S~y STCTIOT
" class="widget widget_categories">

e">Categories</h2>

<li class="cat-item cat-item-1">
<a href="https://192.168.56.8/wordpress/index.php/category/uncategorized/">Uncategorized</a>

</1

ss="widget widget meta">
">Meta</h2>

s://192.168.56.8/wordpress/index.php/feed/"></a>

=y

[feed/"></a>

//192.168.56.8/wordpress/index. php/comm

=

With ssltrip:

[} Mitm - Just another WordPress site - Mozilla Firefox

Mitm - Just anotherw... x | +

vl e ||Qsea wBa 9 3 4O =

€ )| @192.168.56.8/v

J—

« Entries RSS

« iComnients RSS

« \WordHress.org
i i

[Cl 3 Inspector > Console @ Debugger |[7 Style Editor @ Perform... | ¥ Network B = | % O © x
< ontent > aside#secondary.sidebar.widget-area > section#categories-2.widget.widget_categ... ul li.cat-item.cat-item-1 4 @

<h2 class="widget-title">Categories</h2>
<ul>

w<li class="cat-item cat-item-

class="widge
<ul>
<li>
<a href="http://192.168.56.8/wordpress wu-luqm.uhu"%ng in</a>

168.56.8/wordpress/index.php/feed/"></a>

<a title="Powered by WordPress, state-of-the-art semantic personal publishing platform." href="http://w

WordPress.org</a>
</li>

We can clearly see that with sslstrip the ‘s’ was “stripped” from every link redirections.
Note that this won’t always work in the real world as browsers and server implements HTTP

Strict Transport Security (HSTS), but we will not focus on this in this laboratory.



6.1 SSH Downgrade

A Secure Shell, or SSH, is a cryptographic (encrypted) network protocol that allows remote
login and other network services to operate securely over an unsecured network. Once in "the
man in the middle" position, this crafty attack can be used to downgrade a protocol version
used by server and the client by changing some data inside the packets, to make them use the
vulnerable version known as SSH1.

SSH downgrade attacks is one of the most famous example where the attacker forces the
client and the server to use an insecure protocol. In some ways it’s not very different than the
SSLstrip, in a way that it also uses a similar fashion of attack by altering the packets and
tricking the client in using the less secure version of the communication protocol.
In a normal SSH scenario before the attack works like this:
1. The client sends a request to establish a SSH link to the server and asks it for the
version it supports.
2. The server answers with either of the following responses:
e ssh-2.xx = The server supports only SSH2
* ssh-1.99 & The server supports SSH1 and SSH2
* ssh-1.51 & The server supports only SSH1

3. The client responses with the preferred version and credentials to make SSH link.
Normal SSH Connection:

| want to establish a secure shell »
(SSH) link with you. -

OK, my SSH server is active Server
I'support SSH1 and SSH2

D Ok, | prefer to use SSH2. o
‘ I send you my credentials. »

P Your credentials are valids.
< YOU can access your resources on my server

Client «

The SSH downgrade attack is only possible and useful if the server responses back with ssh-
1.99 (which means it supports both SSH1 and SSH2 versions).

Suppose this is the case, the attacker will just need to change the answer by modifying the
"1.99" string to "1.51" in the packet to indicate to the client that the server supports only
SSH1. Thus, the attacker forces the client to open a SSH1 link only.

SSH Downgrade attack:

| < Your credentials are valids | | Your credentials are valids
! You can access my resources ' | YOU can access my resources

Hacker
| | want fo establish a secure shell |2y | want to establish a secure shell
| (SSH) link with you = | [SSH) INK With you [
| | I |
| o OK, my SSH server is active |® | , OK, my SSH server is aclive | Server
Client! Tsupport SSH1only [ I *"Imsnrmssm— |
| I | |
D | Ok, I will establish a SSH1 link with youl /3 Ok, | will establish a SSH1 link with you|
| T'send you my credentia | I I'send you my credentials |
‘ | | I |
|
|



The credentials are captured finally captured by the attacker because of a SSH1 vulnerability,
named SSH insertion attack, exploited by Ettercap. In particular, the protocol, when used in
CBC and in CFB modes, it allows remote attackers to insert arbitrary data into an existing
stream between an SSH client and server by using a known plaintext attack and computing a
valid CRC-32 checksum for the packet. For more info about the vulnerability look at the
references section.

6.2 Lab Preparation

In our laboratory, the server is configured to support both SSH1 and SSH2 and the client is
set to use SSH2 and SSH1, but SSH2 as preferred.

In this part of the laboratory, Alice VM (Linux) will act as the SSH server and Bob VM
(Win) will be the SSH client.

For the SSH server we use OpenSSH on the Linux operating system.

OpenSSH is the premier connectivity tool for remote login with the SSH protocol. It encrypts
all traffic to eliminate eavesdropping, connection hijacking, and other attacks. In addition,
OpenSSH provides a large suite of secure tunneling capabilities, several authentication
methods, and sophisticated configuration options.

To install it you can type apt-get install openssh-server in your terminal

By default, OpenSSH server has only SSH2 enabled. To activate SSH1, you have first to
open the /etc/ssh/sshd_config file and update the line about "Protocol 2 to “Protocol 1,2”

You also need to create a SSH1 key pair, otherwise you will have the following error after the
SSH server reboot:
ERROR: Disabling protocol version 1. Could not load host key.

For generating the key pair we used ssh-keygen with RSA encryption.
To generate the key, type in your terminal ssh-keygen -t rsal -f /etc/ssh/ssh_host_key -N ""
and follow the onscreen instructions to generate the key.

Now add the key path into the sshd config file:
I.e -> HostKey /etc/ssh/ssh_host key

Finally, restart the server:
# /etc/init.d/ssh restart

* Restarting OpenBSD Secure Shell server sshd

The SSH server is now configured to accept SSH1 and SSH2 and thus provides a "ssh-1.99"
response. We can check it with the following command:



#telnet server ip address 22

Trying server_ip address...

Connected to server ip address.

Escape character is "]".
SSH-1.99-OpenSSH 4.6pl Debian-5ubuntu. 1

Once the server is ready it’s time to setup the SSH client.
For SSH client we are using the Windows 7 machine (Bob) with a very known SSH client
software named PuTTY.

In newer versions of PuTTY, by default, it only prefer SSH2 protocol to connect with a
server so to change the configuration.

1. Open PuTTY

2. Go to SSH option and select 2 as preferred SSH protocol (as shown in the image below),
which means SSH1 and SSH2 both are accepted but SSH2 is preferred.

X PuTTY Configuration
Category:

=) Session Options controlling SSH connections

H L.oggmg Data to send to the server

= Terminal
Keyboard Remote command:
Bell [
i Protocol options

= Window
Appearance [[] Don't start a shell or command at all
Behaviour [] Enable compression
Translation Preferred SSH protocol vegsianm:
Selection Otony  O1 I ®2 O 2only
Eoiocas Encryption options

(= Connection
Data Encryption cipher selection policy:
Proxy AES [SSH-2 only)
Telnet Blowfish Up
Rlogin ﬁ?NEa?n below here -- =

* Arcfour (S5H-2 only)
Serial DES
[] Enable legacy use of single-DES in S5H-2
I Open ] [ Cancel ]

Now that we have client and server ready please make sure your attacker’s (Eve) machine is
on and the ARP poisoning attack is already running in Ettercap (as show in the previous
exercises). Our environment is now operational to launch the SSH downgrade attack.



6.3 SSH Downgrade attack - Tutorial step-by-step

But before getting into the attack let’s try to make a connection between server and client to
observe how it operates in normal scenario and have a better understanding the differences in
case of an attack.

a. We can test opening an SSH link from the PuTTY client in Bob’s machine.

Refresh Wireshark window
Filter the SSH packets

Open PuTTY

On the left, click on "Session"

Enter the SSH server IP address (192.168.56.8 in our example) and check the
"SSH" radio button.

Click on the "Open" button to connect to the SSH server.

28 PuTTY Configuration

= Basic options for your PUTTY session
o T ‘ogicjlng Specify the destination you want to connect to
Fimina Host Name [or IP address) Port
Keyboard
Bel 192.168.1.68 |[22 |
Features Connection type:
= Window OBRaw OTehnet O Hlogj O Seiial
Appearance .
. Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection | ‘
Colours Default Settin
gs
(= Connection 123
Data Save
pae [saee ]
Tebe
Rlogin
[+ 5SH
Serial Close window on exit:
O always O Never (3 Only on clean exit
Co ) oo )

b. It's time to see if everything is working fine and check on the Eve’s machine if we

catch any passwords in Ettercap logs.

Start Targets Hosts View Mitm Filters Logging Plugins Help

EIEERCAP!

Unified sniffing already started...
Unified sniffing already started...
Unified sniffing already started...
Unified sniffing already started...
Unified sniffing already started...




We can also observe Wireshark packets from the SSH server during the SSH link
establishment. Here we can also notice that the connection happened with SSHv2 protocol
and we can see that all packets are encrypted.

4 Capturing from enp0s3 [Wireshark 1.12.7 (Git Rev Unknown from unknown)] - + X
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

® @ [ e x ¢ Q V' A x EE o000 F @& -
Filter: | ssh v | Expression... Clear Apply Save
Time Source Destination Protocol Length Info

726329660 192, 168.56.0 192.168.56.7 TCP 82 49160-22 [PSH, ACK] Seq=1 Ack=42 WLNmC3530 Lemm2B
.7205600000 . .8 192.168.56.7 TCP 726 [TCP segment of a reassembled PDU]

» Frame 9: 95 bytes on wire (760 bits), 95 bytes captured (760 bits) on interface ©

» Ethernet II, Src: CadmusCo 04:60:ef (08:00:27:04:60:ef), Dst: CadmusCo @d:ac:f4 (08:00:27:0d:ac:f4)
» Internet Protocol Version 4, Src: 192.168.56.7 (192.168.56.7), Dst: 192.168.56.8 (192.168.56.8)

» Transmission Control Protocol, Src Port: 22 (22), Dst Port: 49160 (49160), Seq: 1, Ack: 1, Len: 41
» SSH Protocol

0000 ©8 00 27 0d ac f4 08 80 27 04 60 ef 08 00 45 00 veliiaes P -
0010 ©0 51 3a d7 40 00 40 86 Oe 70 c® a8 38 07 cO a8 .Q:.@.@. .p..
0020 38 08 00 16 c® ©8 c7 62 87 69 37 c2 7d 5b 50 18 8...... b .i
0030 00 e5 d3 2f 00 00 53 53 48 2d 32 2e 30 2d 4f 70 .../..S55 H-

O enpos3: <live capture in progre... Packets: 115 - Displayed: 45 (39,1%) Profile: Default

KoM WEEC a7 BEimitmemitm-y... @lettercap0.8.2] el 00 R 2116 O

¢. Let’s start the attack saying that Ettercap’s modular architecture makes it possible to
write attacks in form of filters. Along with that it also offers a wide range of
predefined filters. One of them is ours SSH downgrade attack.
*  You can find file at this path /usr/share/ettercap/etter.filter.ssh



We can check the content of the file:

L

ik EE R
R H 3

3

=
H

"SSH-1.51") ) |{

downgraded trom version 2 to 1\n");

From the above code you can see the part which has been highlighted are the main
code that modifies the packets.
Let’s explore them in details

if (ip.proto == TCP){
if (tcp.src == 22){

These two if statements looks for that TCP packet received on port 22 during the
server response and once we receive the packets

if (replace(''SSH-1.99", "SSH-1.51") ) {

This replace method will search for the string “SSH-1.99” in the packet (response
from server) and replace it with the string “SSH-1.51". This way client will be
tricked to think that the server only supports SSH1 (SSH-1.51)

else {
if ( search(DATA.data, "SSH-2.00") ) {
msg("[SSH Filter] Server supports only SSH version 2\n");

§
else {
if ( search(DATA.data, "SSH-1.51") ) {
msg("[SSH Filter] Server already supports only version 1\n");
h
h



And the remaining code (above) just adds some logs in case replace method don’t
find the string “SSH-1.99” in the packets then it searches for other possible strings
like “SSH-1.51” and “SSH-2.0” and logs the messages accordingly

* To use filters with Ettercap you need to compile the source code with ettercap’s
compiler called etterfilter. So let’s type in the terminal:
etterfilter usr/share/ettercap/etter.filter.ssh -o etter.filter.ssh.co

*  You can now load the compiled filter in Ettercap by going on the menu bar and

clicking Filters — Load a filter...
ettercap 0.8.2

|
|

{ Logging Plugins Info

I
Stop filtering Shift+Ctrl+F

o |

* Select the compiled filter etter.filter.ssh.co from the path you saved.

* Ifyou see a success message in ettercap logs “The filter has been loaded”, we are
ready to open an SSH link from the client.

d. We can do again the activities we did on 6.3 point a. So, opening an SSH link from
the PuTTY client in Bob’s machine.

X PuTTY Configuration @

= ' Basic options for your PUTTY session
T Pg|g|n; Specify the destination you want to connect to
= Temina
Keyboard _Host Name for IP address) Port
Bel 1192.168.1.68 2 |
Features Connection type:
= Window ORaw OTenet O Hlogj O Serial
Appearance .
; Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection ’ |
Colours Default Settin
g3
=) Connection 123
Data Save
e
Telnet
Rlogin
- SSH
Serial

Close window on exit:
Oblways  OMNever () Only on clean exit

[ Open ][ Cancel ]

e. It's time to see if everything is working fine and check on the attacker’s machine
(Eve) if we catch the SSH1 password.



- etrercap NG=0,7.3" [ oy <Y
Start Targets Hosts View Mitm FEilters Logging Plugins Help

EIEERCAP"

Unified sniffing already started...

Unified sniffing already started...

Unified sniffing already started...

[SSH Filter] SSH downgraded from version 2 to 1

SSH :192.168.56.8:22 -> USER: guillfab PASS: TOrduT1m

Unified snrf'flné a\read;' started...
Unified sniffing already started... L

The attack succeeded!

As mentioned before, Ettercap has:

1. Downgraded SSH version - [SSH Filter] SSH downgraded from version 2 to 1
2. Captured SSH1 credentials > SSH: 192.168.56.8:22 -> USER:guillfab
PASS:TOrduTIm

f. We can also observe a Wireshark capture from the SSH server during the SSH link
establishment.

fe Lt View Go Capture Aralyze Statsstics [elp
~ o Pt - -
& R R LEes2¥yFL BB A g0 E X
[V htar: | ssh v || 4 Exprassicn...| & Cloar | o Apply
No. . Tme Source Destnation Protocel  Info
455 42.782150 1 |102.168.1.63 192.168.1.132 53 Sarvar Protocol: SS4.1,0080penSSH 4.6p1 Debian. Subun'

457 a2, 763005 2 168, 3. 132 82, 168, 1.6 ¢ ol: $9¢ L SJPUTTY Meleass 0,60

452 a6, 852567 3 168, 1,63 S5HVY ted packet lenz=276

1. The server (192.168.1.68) sends a "1.99" answer to the client (192.168.1.132)
meaning it supports SSH1 and SSH2.

2. The client establishes an SSH1 link because the "1.99" server answer was changed
to "1.51" by the hacker.

3. Encrypted SSH1 packets that Ettercap can decrypt for us because of SSH1’s weak
password authentication mechanism.



g. How can we avoid SSH downgrade attacks ?

e SSH1 must NEVER be used on a SSH server and SSH2 forced on the client

By default, only SSHv2 is enabled on the OpenSSH server while it is frequent to see

SSHv1 and SSHv2 enabled on the clients such as Putty.

Let's see how we can secure the SSH client and server:
» To secure the SSH server (Alice VM):

Open /etc/ssh/sshd_config file and check that only the SSH2 protocol is enabled.

If not, vim /etc/ssh/sshd_config and insert “Protocol 2”

If you make a change, don’t forget to restart the server with "#/etc/init.d/ssh restart".
Then to be sure your server really supports only SSH2, do the following telnet

command:

Stelnet server ip address 22

Trying server_ip address...

Connected to server ip address.

Escape character is "]'.
SSH-2.0-OpenSSH _4.6p1 Debian-5ubuntu(.1

The value in red must not be under 2.0.
» To secure the SSH Client (Bob VM):
To Force the SSH2 protocol on the client.

*  Open Putty

* On the left panel, click on "Connection", then click on "SSH".

* Finally, check the "2 only" radio button.

This way you can make sure that SSH1 must never be used on a SSH server and SSH2 must

be forced on the client.

Category:
(= Session
Logging
= Terminal
Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
Selection
Colours
Connection
Data
Proxy
Telnet
Rlogin
#- SSH
Serial

Options controlling SSH connections
Data to send to the server
Remote command:

Protocol options

[[] Don't start a shell or command at all
[[] Enable compression

Preferred SSH protocol version:
Otony  O1 02
Encryption options

Encryption cipher selection policy:
AES (S5H-2 only)
Blowfish

3DES Up
- warh below here -
Down

Arcfour (SSH-2 only)
DES

[[] Enable legacy use of single-DES in S5H-2

X PuTTY Configuration @

[ Open ] [ Cancel

l




7. Countermeasures
7.1 ARP Spoofing

Fighting effectively against ARP poisoning with efficiency is not an easy task because the
ARP protocol provides no possibilities to establish the authenticity of the source of incoming
packets.

Despite all, there are some ways to protect your machines against spoofers/poisoners by
using:

e Static ARP

* Surveillance tools (such as Arpwatch, Ettercap or Snort IDS)

7.1.1 Static ARP

Static ARP-ing is a prevention action in which we manually configure IP to MAC mappings
and are kept in the cache on a permanent basis (as for the communication with a known
router). Therefore, it cannot be modified with ARP reply. The following is the steps for
implementing static ARP:

- Open terminal in Alice’s machine and type: arp -s <ip_server> <hw_address server>.
For example: arp -s 192.168.56.8 al:b2:c3:d4:e5:f6

- Check Alice’s ARP table by typing: arp -a. Alice will see a PERM flag has been set
for server’s IP address. Figure below shows how the flag looks like on Lubuntu’s

machine.

victim@victim-virtualBox:~$ sudo arp -s 10.0.2.7 08:00:27:34:d6:16
[sudo] password for victim:
victim@victim-VirtualBox:~$ arp -a

? (10.0.2.7) at 08:00:27:34:d6:16 [ether] |PERM on eth®
? (10.0.2.1) at 52:54:00:12:35:00 [ether] on etho
? (10.0.2.3) at 08:00:27:ff:33:ea [ether] on etho

Now if the attacker (Eve) tries to perform ARP spoofing towards Alice and Bob, she will not
be successful. Let us try:

- Run Ettercap and perform the attack as before (look at section 4.3 point c).
- Check whether the poison is successful or not by using chk_poison plugin (look at
section 4.3 point d). The result is shown on the figure below

Activating chk_poison plugin...
chk_poison: Checking poisoning status...
chk_poison: No poisoning between 10.0.2.5-> 10.0.2.1



7.1.2 Surveillance tools
In this laboratory we will just focus on Ettercap as a surveillance tools.

scan_poisoners plugin
scan_poisoners checks the hosts list, searching for equal mac addresses. It also sends ICMP
packets to see if any IP-MAC association has changed.
Now, suppose that Alice has Ettercap installed in her machine. Now, imagine the victim as an
user trying to defend from ARP poisoning attacks. The following is the scenario for using the
plugins:

a. In attacker’s machine (Eve):

* Perform the ARP poisoning attack (look at section 4.3 point c)

b. In victim’s machine (Alice):
* Run Ettercap
* Activate the scan_poisoner plugin:
o Go to menu Plugins — Manage the plugins
o double click on scan_poisoner

scan_poisoner: Actively searching poisoners...
scan_poisoner: - fe80::70e8:f9e9:28a6:f961 is replying for 192.168.56.8

arpcop plugins

arpcop plugin detects suspicious activity monitoring passively ARP requests / ARP replies.
For this reason it is able to detect attempts to ARP poisoning, or simply the presence of
conflicts in the allocation of IP addresses.

a. Stop the attack in attacker’s machine (Eve):

b. In victim’s machine (Alice):
* Run Ettercap
* Activate arpcop plugin:
o Go to menu Plugins — Manage the plugin
o double click on arpcop

c. In attacker’s machine (Eve):
* Run Ettercap
* Perform the ARP poisoning attack

d. In the victim’s machine in the lowerside window Ettercap will log “suspicious” ARP

events

Activating arp_cop plugin...

arp_cop: plugin running...

arp_cop: (WARNING) fe80::70e8:f9e9:28a6:f961[08:00:27:9D:C7:20
arp_cop: (WARNING) fe80::70e8:f9€9:28a6:f961[08:00:27:9D:C7:20
arp_cop: (WARNING) fe80::70e8:f9e9:28a6:f961[08:00:27:9D:C7:20
arp_cop: (WARNING) fe80::70e8:f9€9:28a6:f961[08:00:27:9D:C7:20

08:00:27:0D:AC:F4

pretends to be 192.168.56.8 ]
08:00:27:0D:AC:F4]
]
]

pretends to be 192.168.56.8
pretends to be 192.168.56.8
pretends to be 192.168.56.8

08:00:27:0D:AC:F4
08:00:27:0D:AC:F4

et e e bt
ey ey iy iy



8. More from Ettercap...
Ettercap offers a lot of others features we couldn’t discussed. Before concluding let’s see
another filter we found during our research.

8.1 Image filtering

We saw that Ettercap can use filters to find specific portions of bytes in the packets, alter and
then easily replace information with whatever the attacker wants.

In specific, this filter is going replace all web images within a requested webpage with an
image selected by us (attackers).
a. But first, let’s make a filter:

* create a new file and name it ig.filter.

GNU nano 2.0.6 File: ig.filter

B R A R A R R R A R R A R R AR R R AR R R AR R R R AR R R R AR R R AR R R R AR R R R AR R HAR R B H
Jolly Pwned —- ig.filter -- filter source file

By Irongeek. based on code from ALoR & NaGA
Along with some help from Kev and jon.dmml
http://ettercap.sourceforge.net/forum/viewtopic.php?t=2833

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

HHERHrBEREBERERERRRR
HHERHrBEREBERRERRRR

A R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR R R R AR R R R AR R RR AR R AR AR AR R BRRRRE
if (ip.proto == TCP && tcp.dst == 80) {
if (search(DATA.data, "Accept-Encoding")) {
replace("Accept-Encoding", "Accept-Rubbish!");
# note: replacement string is same length as original string
msq("zapped Accept-Encoding!\n");

}

}

1T (1p.proto == TCP an tcp.src == B0) 1
replace("img src=", "img src=\"http://192.168.56.8/jollypwn.png\" ");
replace("IMG SRC=", "img src=\"http://192.168.56.8/jollypwn.png\" ");
msg("Filter Ran.\n");

}

This filter only works on TCP packet from source port 80, in other words coming from a http
reply from the server. Now, every time a packet traverses your sniffing machine, the
“replace” function replaces the first parameter string with the second, which is the new URL
of our selected image.

Of course it won’t be able to work on 100% of the web pages, because people usually add
more attributes to the img tag like <img align="top" height="128" src="f00"> and so forth.
However, this is just simply showing how we can write and use a filter with our attack.

b. As did for 6.3 point ¢, we have to compile the filter in order to use, using the
command etterfilter:

* Type in the command line: etterfilter ig.filter -o ig.ef



c. Before performing the attack, from Alice’s machine

* Open the browser and insert the following URL: 192.168.56.8/web.
The webpage simply contains 4 images.
B

http://192.168.56.8/web/ x | +

Mozilla Firefox

& 192.168.56.8

=
T

Add a description Add a description

Add a description Add a description
of the image here of the image here

of the image here of the image here

d. We want to change all of the images on that website with our selected image.

*  You can now load the compiled filter in Ettercap by going on the menu bar and
clicking Filters — Load a filter...

Select the compiled filter ig.ef from the path you previously saved.

If you see a success message in ettercap logs “The filter has been loaded”, we are
ready to see the changes to the webpage.

e. In Alice’s machine,

Again, open the browser and insert the following URL: 192.168.56.8/something.

Now you can see that all of the images are replaced.
9

http://192.168.56.8/web/ x | +

Mozilla Firefox

L 192.168.56.8

g & & g

5 s s 5

& & & &
Add a description Add a description Add a description Add a description
of the image here of the image here of the image here of the image here
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http://mathcs.slu.edu/~chambers/spring1 1/security/assignments/lab04.html
Ettercap repository: https://ettercap.github.io/ettercap/

Good Ettercap tutorial: http://openmaniak.com/ettercap.php

TLS - RFC 5246: https://tools.ietf.org/html/rfc5246

SSLstrip by Moxie Marlinspike script: https://moxie.org/software/sslstrip/
SSLstrip original Blackhat talk:
https://www.youtube.com/watch?v=MFol6IMbZ7Y

SSLstrip: http://www.ilmuhacking.com/web-security/mitm-attack-mandiri-internet-
banking-using-sslstrip/comment-page-1/

Google redesigns security warnings after 70% of Chrome users ignore them:
https://nakedsecurity.sophos.com/2015/02/03/google-redesigns-security-warnings-
after-70-of-chrome-users-ignore-them/

HSTS - RFC 6797: https://tools.ietf.org/html/rfc6797

SSH — RFC 4252: https://tools.1etf.org/html/rfc4252

Image filtering: https://www.irongeek.com/i.php?page=security/ettercapfilter
“SSH insertion attack”:

http://www .kb.cert.org/vuls/id/25309
http://www.coresecurity.com/content/ssh-insertion-attack
http://cve.mitre.org/cgi-bin/cvename.cgi?name=1999-1085
http://www3.physnet.uni-

hamburg.de/physnet/security/vulnerability/SSH vulnerabilities.html




