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Section 1 - Introduction and configuration

* Introduction & configuration
e HTTP MitM
e HTTPS MitM

* Defenses
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Introduction — MitM
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Introduction — HTTP over TLS

» Secure Sockets Layer (SSL)/Transport Layer Security (TLS)
e Cryptographic protocolto secure communication channels

e Can be added on top of most communication protocols (HTTP, FTP, SMTP,
IMAP, ...)

* Symmetric cryptography for data encryption
* Asymmetric cryptography for negotiating symmetric keys and authenticating
the communication partner

* Hierarchy-based public-key infrastructure with Certification Authorities (CAs)

e HTTPS: Browsers/OSs come preloaded with a list of trusted root certificates, which are
used to cryptographically sign intermediate certificates, which sign website certificates

* Trustchainis verified by the browser during establishment of the secure connection (TLS
handshake)

* Integrity checks for transmitted data



Introduction — Setup (1)

Abstract setup:

Technical setup:

C /S € e e -»>
Victim Y

Attacker

192.168.1.1 192.168.1.2

mybank.com
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Introduction —Setup (2)

* Client/Web server (victim)
* Ubuntu 14.04 Desktop \
e Apache httpd \a

e

* “Online banking” application -
* Firefox
* FoxyProxy

* Man in the Middle (attacker)
* Ubuntu 14.04 Server
* mitmproxy

* Laptop
* Slides



Section 2—HTTP MitM

* Introduction and configuration
e HTTP MitM

e Passive attack

* HTTPS MitM

* Problem
* sslstrip
 Certificate forgery

 Defenses
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HTTP MitM passive attack — Step 1

* Open Attacker virtual machine (credentials: attacker/attacker)
* Run mitmproxy on attacker’s machine (mitmproxy)

?:help [*:8080]
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HTTP MitM passive attack — Step 2 (1)

4 A O ¥

* Open Victim virtual machine —

* Open Firefox
* Activate the proxy
* Visit mybank.com and log in

e Useris user

e Password is user
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HTTP MitM passive attack — Step 2 (2)

Mozilla Firefox ty B = ) 1730 &

http://mybank.com/

€ mybank.com v C||Q search 3 & » | =
Welcome to MyBank!

Username: Password:

Login

a
Y

PP D JE®

¥

l Dﬁi (o]

BoOdEg 3@t
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HTTP MitM passive attack — Step 3

2016-04-18 18:09:08 POST http:~smybank.com~

* Open the Attacker virtual text/htnl 4030 18%ns .

Request Response

. - mybank .com
maChlne : Mozilla/5.0 (X11: Ubuntu: Linux x86_64: rv:39.0)
Gecko 20100101 Firefox-39.0
. & : text/html,application/xhtml+xml,application/xml q=0.9,% % q=
» Check details of th
C e C eta I S O t e H TT P Aiccept-Language: en-U3,en:qg=0.5
fAiccept-Encoding: gzip, deflate

POST request to mybank.com 2 http://mybank .con/

ommection: keep-alive

1 1 1 ontent-Type: application/x—uwwu—forn-urlencoded
and its response (including e

RLEncoded form

CredentiaIS) ISErNAME - WSEer

password: user
submit: Login

7:help g:back [*:80801]



Section 3 —HTTPS MitM

* Introduction and configuration
e HTTP MitM
e HTTPS MitM

* Problem
* sslstrip
 Certificate forgery

* Defenses
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HTTPS MitM — Problem

* Encrypted protocol -> no trivial MitM possible
* Authenticated protocol-> no TLS termination possible

MitM

{1
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HTTPS MitM — Demonstration

e Visit https://ssl.mybank.com with and without proxy (Compare)

€ & https://ssl.mybank.com c| @

Welcome to MyBank! . .

Username: Password: Login <+—— Without MitM and proxy
€ @ https://ss.mybank.com c | & |Q search w

% Your connection is not secure

The owner of ssl.mybank.com has configured their website improperly. To . .
protect your information from being stolen, Firefox has not connectedto ~+——— With MitM and proxy
this website.

Learn more...
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Section 3 — Phase 2

* Introduction and configuration
e HTTP MitM
e HTTPS MitM

 Problem

* sslstrip
e Active attack

 Certificate forgery

* Defenses
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HTTPS MitM — sslstrip

* Problem: HTTPS is regularly negotiated over HTTP
« HTTP 30X redirects
* Client-side redirect (JavaScript, meta-refresh, ...)

e Form action location
e Links

* HTTP can be intercepted and manipulated to prevent establishment
of encrypted connections



HTTPS MitM — sslstrip — Step 1

* Open the attacker virtual machine
e Stop mitmproxy by typing:
*q
°y
e Typecd ~/mitmproxy/ (Tilde: Alt Gr+)

* You should see sslstrip.py by typing 1s

e Start mitmproxy with sslstrip:
* mitmproxy -s sslstrip.py



HTTPS MitM — sslstrip — Step 2 (1)

* Open the Victim virtual machine
* Open the browser, deactivate the proxy
* Visit ssl.mybank.com

e Check the source code using Firefox inspector (right click -> Inspect
element)

e Activate the proxy, refresh the page, and compare the source code
* Log in using known credentials

 HTTPS redirect does not happen

* The website is served in HTTP

* User will observe no error in the browser



HTTPS MitM — sslstrip — Step 2 (2)

2016-04-27

Mozilla Firefox ty B = @) 1829 1%

htep://ssl.mybank.com/ x WHEUREDL x o

€ @ ss..mybank.com v C| | Q search + @ » =

Welcome to MyBank!
Username: Password:

Login

[~ m » Co... @ Deb... [¥ style... | @ Perfo... |7 Ne... | ™ [ O O x

html body - div&#form m input

<label=></label=>
<input type="text" maxlength="15" name="username"=></input>
<label=</label=

cinnut twne="naccwnrd" name="naccwnrd"»/innnts
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Section 3 — Phase 2

* Introduction and configuration
e HTTP MitM
e HTTPS MitM

 Problem

* sslstrip
e Active attack

 Certificate forgery

* Defenses
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HTTPS MitM — Active Attack — Step 1

* Open the attacker virtual machine
* Pressi

* Type ~g | ~s and press Enter to activate interception for all
requests and all responses



HTTPS MitM — Active Attack — Step 2

* Open Victim virtual machine

* Openthe browser

* You should still be logged in to ssl.mybank.com
* Click “Wire transfer”

* Accept the request and the response by pressing a twice on the
attacker machine



HTTPS MitM — Active Attack — Step 3

e Perform transfer of 10€ to account ITOO0000000

Finder File Edit View Go Window Help () @ A LD w0 = 53% @) EEusS. TueApr19 12:32:14 AmitGupta Q =

Mozilla Firefox < m = ) 12:32 &%

http://ssl.m...ransfer.php x WEUAE]]
>> GET http:/rssl.mybank.com/
« 200 textshtml 244B 34ms
POST https:-/sssl.mybank.com/
text/html 4088 223ms
GET https:/rsssl.mybank.com/overview.php
Sender account: 1T9999999999 * - 200 textshtml 474B 25nms

Recipient account: IT0000000000 * GET https:/rsssl.mybank.com/transfer.php
= « 200 texts/html 430B 80ms

€ mybank.com v C ~ 3 A »

Please enter the details of your wire transfer here:

Amount: 10 -
Description:

Confirm transfer

o)
2
B
M
w
a

[1-4]1 [scripts:11] 7:help [+:80801
Intercept filter: ™




HTTPS MitM — Active Attack — Step 4 (1

* Open the intercepted request and manipulate it

* On the request tab press e
* Press r afterwards, editor opens ST btk con o ovee Deta]

Mozilla/5.0 (X11: Ubuntu: Linux x86_64: rv:39.0)
Gecko/20100101 Firefox/39.0
text/htnl,application/xhtnl+xnl,application/xnl;q=0.9,%/%;q
0.8

en-US,en:q=0.5

gzip, deflate

http://ssl.mybank.con/transfer.php

PHPSESSID=t 1bOnd 1q650n81g4dduoaf te j4

keep-alive

application/x-www-formn-urlencoded

179999999999

1TOOO0000000

290

monthly rent to san bartolameo
Confirm transfer

[2/2] [i:"q | “sllscripts:1]
Edit request (cookies,query,path,url,header,forn,raw body,mnethod)?




HTTPS MitM — Active Attack — Step 4 (2)

* Manipulate the request as to transfer 500€ to account IT5555555555
* Replace account ITOO00000000 by IT5555555555
. Replace amou nt by 500 _ t t mt= ;TB?B?BBBB?B&(‘} t? cco uPt IIEEE?E?E?SS&amuunt:500&descriptiunzmunthlgﬂ"
* Press CTRL+X to exit

» Save changes (v) to defaultfile

— INSERT —




HTTPS MitM — Active Attack — Step 5 (1)

* Press a to accept the manipulated
request

* Press Tab to go to the response
tab

* On the response tab, press e
* Press r, editor opens

2016-04-19 13:20:04 POST

« 200
Request Response intercepted Detail
Tue, 19 Apr 2016 11:22:26 GHMT
ApachersZ.4.7 (Ubuntu)
PHP-5.5.9-1ubuntu4 .14
Thu, 19 Nov 1981 08:52:00 GMT
no-store, no-cache, must-revalidate, post-check=0,

pre—check=0
no-cache
: Accept-Encoding

ontent-length: 264
Keep-Alive: timeout=5, max=100
ommection: Keep-filive
ontent-Type: textshtml
ontent-encoding: gzip
[decoded gzipl HTML
<tDOCTYPE html PUBLIC “-,-W3C,,DTD HTML 4.0 Transitional//EN"
"http:/ www.u3.org/TR/REC-htn140,loose.dtd">
<html>

<head>

{style>&#13:

#?.formrow label {&#13:
#t?display: inline-block:&#13:
PTTwidth: Z200px:&#13;
TTAN13
t{sstyle>

<shead>
[2-2] [i:"q i "sllscripts:11] 7:help g:back [=:80801]



HTTPS MitM — Active Attack — Step 5 (2)

* Deceive the user e
formrow label {
* Replace account IT5555555555 by display; inline-block:
IT0000000000
* Replace amount by original
admou nt (d@faUIt 10) {div id=;l}ueliur;t3”2_
° Press CTRL+X to eXItI igtiliu;1a33="3uccess">'1'nur transfer of 290,00&euro: from I1T9999999999 to

ITOOOOOOOO00 was successful.<br -><a href="overview.php'>back< a><, div></body></

e Save changes (y) to default file
* Accept the response by pressing a
* Press gto leave the detail view

* Press i, delete the current
intercept filter and press Enter

13,13-27




HTTPS MitM — Active Attack —Step 5 (3

Finder File Edit View Go Window Help OO Al D« = 2%0) EEUS. FriApr22 12:16:27 AmitGupta Q =

Mozilla Firefox ps:ssssl.mybank . constransfer . php
)0 textshtml 248B 59.8s
http://ssl.m...ransfer.php * WREVRED] Response

) Fri, 22 fApr 2016 09:57:39 GMT

) mybank.com : 3 # 3 : fipache-Z2.4.7 (Ubuntu)
PHP/5.5.9-1ubuntu4.14
C tulati " Thu, 19 Nov 1981 08:52:00 GMT
ongratulatons:: Cache—Control: no-store, no-cache, must-revalidate, post-check=0,

Your transfer of 290,00€ from IT9999999999 to ITO000000000 was successful. pre—check=0
back Pragma : no-cache

Jary: ficcept-Encoding

content-length: 248

{eep—-Alive: timeout=5, max=100

Conmection: Keep-filive

Content-Type: text html

content-encoding: gzip

[decoded gzipl HTML

<tDOCTYPE html PUBLIC "“-,/-W3C,-/DTD HTML 4.0 Transitional~/EN"

"http:/ uww.w3.org/TR/REC-htn140/loose.dtd">

<html>

<head>
<style>&#13:

??.formrow label {&#13:

T??display: inline-block:&#13:

TTwidth: 200px;&#13:

TTHEN13:

<rsstyle>

<shead>
[5-51 [i:"g i "sllscripts:1] 7:help g:back [*:80801]1
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Section 3 — Phase 3

* Introduction and configuration
e HTTP MitM
e HTTPS MitM

* Problem
* sslstrip
e Certificate forgery

* Defenses
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HTTPS MitM — Certificate forgery (1

 What is a signature?
* The signature proves the authenticity of the certificate

B https/fwww.google.it/?gfe_rd=créei =ThM4X8TIIdOo8wfdk4ngAQ

Google S

2016-04-27

R

Certificate

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

«Ensures the identity of a remote computer
*Proves your identity to a remote computer
+1.3.6.1.4.1.11129.2.5.1

Issued to: *.google.com

Issued by: Google Internet Authority G2

Yalid from 4/7{2016 to 6/30/2016

Issuer Statement

[w ﬂ Elements Console

) Overview

Main Origin

MitM Attacks - Network Security
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Sources Network Timeline Security » :

Security Overview

The connection to this site is using a valid, trusted
server certificate.

View certificate

o Secure TLS connection

The connection to this site is using a strong protoc
version and cipher suite.

o Secure Resources

All resources on this page are served securely.

30



HTTPS MitM — Certificate forgery (2)

* Authentic certificate
* |f the certificate authority’s signature is in your computer

* Forged certificate
* Unknown signer -> error in your browser

* Am | secure if | don’t see the error?

* Rogue CA might be listed as trustworthy by your computer
* Lenovo Superfish example from class

* We do the same here and install the certificate authority manually



HTTPS MitM — Certificate forgery — Step 1 (1)

* Open the victim virtual machine
* Openthe browser

* Make sure the proxy is set

* Open mitm.it

* Choose “other”

* Check the first box and click ok



HTTPS MitM — Certificate forgery — Step 1 (2

& mitm.it C | ¥ |Q seart w B8 3 A !

Click to install the mitmproxy certificate:

g o] —
O o .
Apple Windows Android Other

X Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "mitmproxy" for the following purposes?
Trust this CA to identify websites.
] Trust this CA to identify email users.

] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel OK |
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HTTPS MitM — Certificate forgery — Step 2

 Recall the earlier error message when visiting https://ssl.mybank.com
while using the proxy

* Visit https://ssl.mybank.com again while the proxy is active

€ a mybank.com C | @ Without MitM and proxy
Welcome to MyBank! < . .
Username: Password: Login With MitM and proxy

2016-04-27 MitM Attacks - Network Security 34



Section 4 - Defenses

* Introduction and configuration
e HTTP MitM
e HTTPS MitM

 Defenses



HTTP Strict Transport Security (HSTS)

* HTTP header codified in RFC 6797 (Nov 2012)
e “TLS Supercookie”

 Based on Trust-on-First-Use model
e User visits HTTPS website
* Server responds with HSTS header, indicatinga time period

* Browser stores this information and will reject all non-HTTPS connections to
this domain

* Browser preload possible



HTTP Public Key Pinning

 HTTP header codified in RFC 7469 (Apr 2015)
* Also called Certificate Pinning

 Based on Trust-on-First-Use model
e User visits HTTPS website

e Server responds with HPKP header, indicating
* the SHA-256 hash of its publickey,
* the SHA-256 hash of a backup publickey,
e atime period
* Browser stores this information and will reject all HTTPS connections to this
domain if the presented publickey does not match

* Browser preload for popular websites



...and of course

* Don’t trust unknown hotspots ——

Your Certificates People Servers | Authorities | Others

) Ce rta i n Iy d O n 't tr u St u n k n OW n You have certificates on file that identify these certificate authorities:

o re Certificate Name Security Device
cert Ifl cates »(c) 2005 TURKTRUST Bilgi iletisim ve Bilisim ...

»A-Trust Ges. F. Sicherheitssysteme im elektr...

»AC Camerfirma S.A.

° There’s No Way you’re g0|ng to trust »AC Camerfirma SA CIF A82743287

>PACCV

an unknown Certification Authority  Jigessasessesse

. > AfFfirmTrust
® Ve r| gh t? »Agencia Catalana de Certificacio (NIF Q-080...
»AS Sertifitseerimiskeskus
>Atos
»Autoridad de Certificacion Firmaprofesion...
»Baltimore
>Buypass AS-983163327 v

a

Import...
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* TLS: RFC 5246 (https://tools.ietf.org/html/rfc5246)
e HSTS: RFC 6797 (https://tools.ietf.org/html/rfc6797)
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* sslstrip: native software (https://moxie.org/software/sslstrip/) and
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* mitmproxy: https://mitmproxy.org/



