
This	tutorial	is	on	modeling	security	risks	using	graphs.	It	is	targeted	to	security	
professionals	as	well	as	anyone	is	interested	in	knowing	more	about	security	risk	
modeling.		

1	



This	tutorial	will	give	you	the	basics	to	model	security	risks	using	graphs.	We	will	
introduce	you	to	a	graphical	approach	based	on	UML	to	iden@fy,	communicate	and	
document	security	risks.	We	will	also	explain	you	how	to	evaluate	security	risks.	
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Let’s	get	started	with	the	UML	based	approach	to	model	security	risks	
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The	UML-based	graphical	nota@on	uses	a	set	of	standard	concepts	used	in	security	
risk	analysis	which	you	can	see	in	the	slide.	
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Each	concept	is	graphically	represented	as	a	UML	class.	Each	class	is	represented	by	a	
box	which	contains	two	parts.	The	top	part	specifies	the	name	of	the	security	
concept,	e.g.	Threat	or	Vulnerability.	The	boKom	part	contains	the	name	of	the	
instance	of	the	concept.		If	the	class	represents	an	unwanted	incident,	the	likelihood	
of	the	unwanted	incident	is	represented	in	the	boKom	part	of	the	box	with	the	
unwanted	incident	name.	
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Here	a	risk	model	represented	in	the	UML	nota@on	is	provided.	
	
The	threat	customer	ini@ates	two	different	aKack	scenarios:	
	
Scenario	1.	The	customer	exploits	vulnerability	“Lack	of	compliance	with	terms	of	
use”	to	ini@ate	the	threat	scenario	“Customer	shares	creden@als	with	next-of-kin”	
Scenario	2.	The	customer	exploits	vulnerability	“Negligent	customer”	to	ini@ate	the	
threat	scenario	“Customer	keeps	creden@als	on	post-it	note”	which	leads	to	the	
threat	scenario	“Creden@al	revealed	to	third	party”.	
	
Both	scenarios	lead	to	the	unwanted	incident	“Unauthorized	account	login”	which	
impacts	the	assets	“Integrity	of	account	data”	and	“User	authen@city”.	
	
The	risk	of	the	unwanted	incident	"Unauthorized	account	login"	is	given	by	the	
likelihood	that	it	occurs	and	the	consequences	that	it	has	on	the	assets		
-	“Integrity	account	data"	and	
-	“User	authen@city”	
The	likelihood	of	the	unwanted	incident	“Unauthorized	account	login"	is	a	label	of	
the	unwanted	incident	
Consequences	are	specified	by	the	arrows	from	the	unwanted	incident.		
To	reduce	the	risk,	we	need	to	mi@gate	the	two	threat	scenarios.		
The	first	one	is	mi@gated	by	the	treatment	“Regularly	inform	customers	of	terms	of	
use",	while	the	second	one	is	mi@gated	by	the	treatment	“Inform	customers	of	
security	best	prac@ces"	
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The	next	sec@on	is	dedicated	to	the	evalua@on	of	the	security	risks.	
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Risk	value	of	an	unwanted	incident	of	a	threat	scenario	is	computed	on	a	risk	
evalua@on	matrix.	
The	matrix	has	on	the	rows	the	possible	values	that	the	likelihood	can	assume,	and	as	
columns	the	possible	values	that	the	consequence	of	impact	can	assume.	
The	entries	of	the	map	represent	risk	values:	
-  Risk	values	represented	in	green	are	risks	that	can	be	accepted	
-  Entries	denoted	in	orange	are	risks	that	need	to	be	monitored	
-  Red	entries	are	risks	that	need	to	be	treated.	So	a	possible	counter	measure	or	

treatment	needs	to	be	iden@fied	and	implemented	
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