Health Care Network Scenario®

The aim of this document is to give you a general understanding of the application
scenario that used as a base for the risk model. The actual risk model will be provided
on the page with the task. Only the information from the model should be used to
answer the questions from the task.

General Introduction

The Health Care Network (HCN) is a health information infrastructure for
interconnecting and coordinating the delivery of information to participants in
the collaborative network electronically.
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HCN Assets

The HCN risk assessment is done with respect to the following assets

* Data confidentiality
Health records and all other sensitive information shall not be made available or
disclosed to unauthorized individuals

e Data integrity
Information shall be protected from unauthorized changes

* Privacy
Patient information shall be provided in an anonymous way and personally identifiable
information shall not be disclosed to unauthorized individuals

1 Thanks to IBM for the provision of the scenario.



